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Introduction

The Moxa NPort 5600-8-DT Series, a line of advanced serial device servers, makes it easy to
enable your serial devices for network operation. The NPort 5600-8-DT Series includes the
following five models:

RS-232 models

® NPort 5610-8-DT

® NPort 5610-8-DT-J
RS-232/422/485 models
® NPort 5650-8-DT

® NPort 5650-8-DT-J
® NPort 56501-8-DT

The following topics are covered in this chapter:

d Overview
O Product Features
O Package Checklist
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Overview

Your NPort 5600-8-DT Series device server provides instant Ethernet network access to industrial
devices through a serial connection. Devices such as PLCs, meters, and sensors can use the device
server to connect to an [P-based Ethernet LAN, making the devices accessible from anywhere over
a local LAN or the Internet. The device server’s space-saving design makes it ideal for many
applications:

® (Central monitoring and control of card readers, alarms, and electronic gate security systems in
campus dormitories

® Dial-up access to private company servers
® Management of server farm devices (routers, hubs, switches) through serial console ports
® Network access to medical diagnostic equipment

The device server provides different operation modes, such as TCP Server mode or UDP mode, to
ensure compatibility with software using standard network APIs (Winsock or BSD Sockets). Real
COM and Real TTY drivers are included to allow easy, transparent operation using virtual
COM/TTY ports over a TCP/IP network. The drivers help preserve your software investment by
providing instant network access with minimum disruption to existing systems.

Configuration can be done manually or using automatic IP protocols (DHCP or BOOTP) through
the web console. NPort Administrator, a Windows utility, is provided for straightforward
installation as well as storage and retrieval of all system parameters.

The NPort 5600-8-DT device server has several features for better versatility and easier
maintenance. Two Ethernet ports are provided on the device server, allowing you to connect
another network device through the NPort without requiring an additional hub. You can daisy
chain multiple NPort 5600-8-DT units together. A built-in automatic warning system can send an
e-mail or SNMP trap for certain events, such as network disconnection or password change. The
NPort 5600-8-DT can also sound an audio alarm through its built-in speakers, using a WAV file of
your choice.

Product Features

The device server includes the following features:

® Compact desktop size

® Eight ports supporting RS-232, RS-422, or RS-485 operation

® Socket operation modes including TCP Server mode, TCP Client mode, and UDP mode
® Two 10/100 Mbps Ethernet ports with auto-speed detection

® Multiple device ports with independent selection of serial interface

® Built-in 15 KV ESD protection for all serial signals

® Supports SNMP MIB-II for network management

® Changeable voice alarm for exceptions

® Easy IP address configuration with LCM (Liquid Crystal Module)

1-2
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Package Checklist

The Standard Accessories are shipped with each NPort 5600-8-DT device server. The Optional
Accessories can be ordered separately.

Standard Accessories

NPort Document & Software CD

NPort 5600-8-DT Quick Installation Guide
Power cord

Power adapter

DIN-rail kit

Optional Accessories

DK-35A: DIN-rail mounting kit (35 mm)

CBL-RJ45M9-150: 8-pin RJ45 to male DB9 cable, 150 cm
CBL-RJ45F9-150: 8-pin RJ45 to female DBY cable, 150 cm
CBL-RJ45M25-150: 8-pin RJ45 to male DB25 cable, 150 cm
CBL-RJ45F25-150: 8-pin RJ45 to female DB25 cable, 150 cm
NP21101: Male DB25 to female DB9 RS-232 cable, 30 cm

NOTE: Please notify your sales representative if any of the above items are missing or
damaged

1-3
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Overview of Hardware

The NPort 5600-8-DT is a rugged and easy-to-use device networking product. Use this chapter to
familiarize yourself with the hardware and specifications.

The following topics are covered in this chapter:

Q

Panel Layout

» Top and Rear View
» Front View

» Bottom View

LED Indicators

» Top Panel Indicators
» Ethernet Port Indicators
Audio Alarm

Pin Assignments

» Ethernet Port Pinouts
» Device Port Pinouts
» Console Port Pinouts
Product Specifications
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Panel Layout

Top and Rear View

Alarm speakers RS-232 console port
Reset button

ajosuod

L1

N%n 5610-8-DT

PWR
Ready
Fault
Link
InUse Tx/Rx
P1

Power Switch ETH2

PWR1  PWR2 ETH1

LED indicators Input buttons LCM console display

Front View
NPort 5610-8-DT, 5650-8-DT, 56501-8-DT

Power switch

Port 2 Port 4 Port 6 Port 8

= Lii;i':@ Lan ETH2 Port 1 Port 3 Port 5 Port 7
|

DB9(M) serial ports

RJ45 10/100 Mbps Ethernet ports

Power input

Terminal block power input

NPort 5610-8-DT-J, 5650-8-DT-J

Power switch

ETH2  Serial Ports

RJ45 device ports
RJ45 10/100 Mbps Ethernet ports

Power input

Terminal block power input

2-2



NPort 5600-8-DT User’s Manual

Overview of Hardware

Bottom View

DIP switch reference chart

DIP switches for pull high/low resistors

Item Description

PWR LED Indicates power input status (red)

Ready and Fault LEDs Indicates normal operation (green) or IP conflict (red)

Link LED Flashes when Ethernet is connected

InUse LEDs Flashes when device port is transmitting or receiving data
(green)

Device port Tx LEDs Flashes when device port is transmitting data (green)

Device port Rx LEDs Flashes when device port is receiving data (orange)

LCM console display Displays server settings

Input buttons Navigates server settings

Power switch

Turns server on and off

Terminal block power input

For connection to DC power source

Power input

For power jack connection to AC power source here

Ethernet port

For Ethernet network cable connection

Device ports (DB9 or RJ45)

For attachment of serial devices

RS-232 console port

For access to serial console (CPU embedded UART Port 1)

Reset button

Press and hold with a pointed object for 5 seconds to load
factory defaults

DIP switches for pull
high/low resistors

Remove cover to adjust pull high/low resistors (150K/1K) on
the NPort 5650-8-DT, 5650-8-DT-J, and 56501-8-DT

Alarm speakers

For audio alarm
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LED Indicators

Top Panel Indicators

Name Color Function

red Power is on.
PWR

off Power is off.

Steady: NPort is operational
green Blinking: ~ NPort is responding to NPort Administrator “Locate”
Ready functi
unction

off Power is off or fault condition exists.

Fault red IP conflict or DHCP or BOOTP server did not respond properly.
au

off No fault condition detected.

ceen Steady: Network is connected, no data is being transmitted.
Link & Blinking: ~ Network is connected, data is being transmitted.

off Ethernet cable is disconnected or has a short.
InUse green Serial port has been opened by server side software.

(P1to P8) off Serial port is not currently opened by server side software.

green (Tx) | Serial device is transmitting data.

Tx/Rx ; . .
(P1 to P8) orange (Rx) | Serial device is receiving data.

off No data is flowing to or from the serial port.

Ethernet Port Indicators

Two LED indicators are built into each 10/100M Ethernet connector. A valid network connection
will be indicated as follows:

A green LED indicates a valid connection to a 100 Mbps Ethernet
byl network.

An orange LED indicates a valid connection to a 10 Mbps Ethernet
network.

Audio Alarm

Two speakers at the rear of the unit are used for the audio alarm, which can be configured to
activate when certain administrative events occur, such as a password change or cold start. The
audio may be modified by uploading a 16-bit uncompressed 48 kHz WAV audio file through the
web console or NPort Administrator. When the audio alarm is activated, it can be turned off
through the LCM console or web console. Volume control and file deletion is handled through the
LCM console.
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Pin Assignments

Ethernet Port Pinouts

Connector |[Pin| Signal

1 | RXD+
2 | RXD-
3 TXD+
1 8 4 —
RJ45 >
6 | TXD-
7 -
3 —

Device Port Pinouts
DB9 Ports (NPort 5610-8-DT, 5650-8-DT, 5650I-8-DT)

. RS-422 .
Connector |Pin| RS-232 A-wire RS-485 2-wire RS-485
1 DCD TxD-(A)
2 RxD TxD+(B)
1 s 3 TxD RxD+(B) Data+(B)
ml 4 DTR RxD-(A) Data-(A)
— 5 GND GND GND
6 9 6 DSR
DB9 (Male)
7 RTS
8 CTS

9 — — —
The NPort 5610-8-DT only supports RS-232 signals.
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RJ 45 Ports (NPort 5610-8-DT-J, 5650-8-DT-J)

Connector |Pin| RS-232 4_Wﬁ§';§485 2-wire RS-485
1 DSR
2 RTS TxD+
3 GND GND GND
4 TxD TxD- -
RJ4s 5 RxD RxD+ Data+
6 DCD RxD- Data-
7 CTS
8 DTR

The NPort 5610-8-DT-J only supports RS-232 signals.

Console Port Pinouts

Connector | Pin

RS-232

DSR

RTS

GND

TxD

E‘:‘T'E

RxD

RJ45

DCD

CTS

0[N ||| W N

DTR

LAN
Ethernet
Protection

Serial Interface
Interface

No. of Ports
Port Connector

Signals

Serial Line Protection
Isolation
RS-485 Data Direction

Product Specifications

2 x 10/100 Mbps, RJ45
Built-in 1.5 KV magnetic isolation

RS-232 (NPort 5610-8-DT, 5610-8-DT-J)

RS-232/422/485 (NPort 5650-8-DT, 5650-8-DT-J, 56501-8-DT)
8

DB9 male (NPort 5610-8-DT, 5650-8-DT, 56501-8-DT)
RJ45 8-pin (NPort 5610-8-DT-J, 5650-8-DT-J)

RS-232: TxD, RxD, RTS, CTS, DTR, DSR, DCD, GND
RS-422: Tx+, Tx-, Rx+, Rx-, GND

RS-485 (2-wire): Data+, Data-, GND

RS-485 (4-wire): Tx+, Tx-, Rx+, Rx-, GND

15 KV ESD for all signals

2K VDC isolation on device ports (NPort 56501-8-DT only)
ADDC™ (Automatic Data Direction Control)
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Serial Communication Parameters

Parity

Data Bits

Stop Bits

Flow Control
Transmission Speed

Power Line Protection

None, Even, Odd, Space, Mark

5,6,7,8

1,1.5,2

RTS/CTS, DSR/DTR (RS-232 only), XON/XOFF
50 bps to 921.6 Kbps

Level 3 Burst (EFT), EN61000-4-4
Level 3 Surge, EN61000-4-5

Advanced Built-in Features

HMI

Audio Alarm
Real-Time Clock
Watch Dog Timer

Software Features
Protocols

Utilities

OS Driver Support

Configuration
Console Ports

Power Requirements
Power Input

Mechanical
Material
Dimensions (W x H x D)

Environment
Operating Temperature
Storage Temperature

4-button LCM console

16-bit uncompressed 48 kHz WAYV file under 511 KB
Lithium battery-powered

Automatically reboots device server if device server crashes

ICMP, IP, TCP, UDP, DHCP, BOOTP, Telnet, DNS, SNMP, HTTP,
SMTP, SNTP, Rtelnet, ARP, RFC2217

NPort Administrator Windows
98/ME/NT/2000/XP/2003/Vista/2008/XP x64/2003 x64/Vista
x64/2008 x64

Real COM drivers for: Windows
95/98/ME/NT/2000/XP/Vista/2008/XP

x64/2003/2003 x64/Vista x64/2008 x64x64/CE 5.0/CE 6.0/XP Embedded
Real TTY driver for: Linux 2.4.x, 2.6.x kernel

Fixed TTY drivers for: SCO Unix, SCO OpenServer 5,

OpenServer 6, UnixWare 7,

UnixWare 2.1, SVR4.2, QNX 4.25,

QNX 6, Solaris 10, FreeBSD 5,

FreeBSD 6

Web console, Telnet console, serial console, LCM console, NPort
Administrator
RS-232 console with RJ45 connector

12 t0o 48 VDC

SECC sheet metal (0.8 mm)

197 x 135.5 x 44 mm (without ears)

229 x 135.5 x 46 mm (with ears)

197 x 135.5 x 53 mm (with DIN-rail kit on bottom panel)

0 to 55°C (32 to 131°F), 5 to 95%RH
-20 to 70°C (-4 to 185°F), 5 to 95%RH
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Regulatory Approvals

EMC FCC Class A, CE Class A
Safety UL, CUL, TUV
Warranty 5 Years
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Basic Installation

The NPort 5600-8-DT device server is designed to coordinate between your network, your host
computer, and your serial device. Installation of the device server should occur in stages to ensure
that each connection is recognized. This chapter will guide you through a typical installation with
a Windows PC. For certain applications or environments, you may be guided to other chapters for
additional information.

The following topics are covered in this chapter:

U Before You Begin
» Required Items
» Wiring Guidelines
U STEP 1: Connect network, serial device, and power
» Connect to Network
» Attach Serial Device
» Connect Power
U STEP 2: Configure the device server’s general settings
» Install NPort Administrator
» Search for Device Server on LAN
» Adjust General Settings
» Verify Network Settings
O STEP 3: Configure device port operation mode
» Adjust Operation Mode Settings
O STEP 4: Configure serial communication parameters
» Review Serial Parameters
» Adjust Serial Parameters
O STEP 5: Map COM port to device
» Specify Target Device Server
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» Assign COM Port Number to Device Port
» Apply Change
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Before You Begin

This chapter will walk you through the major steps of a typical installation and will offer advice on
adjustments and options for specific applications. Please note that certain procedures will vary for
your specific application and environment.

In these instructions, a Windows PC is used for configuration. For Linux or UNIX environments,
please refer to Chapter 10.

Installation of the NPort 5600-8-DT is presented in the following steps:

Step 1: Connect power, network and serial devices

Step 2: Configure the device server’s IP settings

Step 3: Configure each port’s operation mode

Step 4: Configure each port’s serial communication settings

Step 5: Map host COM ports to device ports (for Real COM mode)

Required Items
Make sure that you have the following items before beginning your installation:

® NPort 5600-8-DT Series device server

e Windows PC with live connection to the network (see Chapter 10 for Linux/UNIX installations)
® NPort Documentation & Software CD

® Ethernet cable

® Serial cable for device attachment

® Power adapter and power cord

Make sure that you have the following information available before beginning your installation:

® [P address of your Windows PC

® [P address and subnet to be assigned to the device server

® TCP or UDP port number to be used for each device port

® [ocal COM port number to be used for each device port (for Real COM mode)
® Baudrate, parity, data bit, and stop bit settings for each device port

Wiring Guidelines

The following guidelines will help ensure trouble-free signal communication with the device
server.

e Use separate paths to route wiring for power and devices to avoid interference. Do not run
signal or communication wiring and power wiring in the same wire conduit. The rule of thumb
is that wiring that shares similar electrical characteristics can be bundled together.

® [f power wiring and device wiring paths must cross, make sure the wires are perpendicular at
the intersection point.

e Keep input wiring and output wiring separate.
o Label all wiring to each device in the system for easier testing and troubleshooting
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A

ATTENTION

Wiring Safety Precautions

Disconnect power source
Do not install or wire this unit or any attached devices with the power connected. Disconnect the
power before installation by removing the power cord before installing and/or wiring your unit.

Follow maximum current ratings
Calculate the maximum possible current in each power wire and common wire. Observe all
electrical codes dictating the maximum current allowable for each wire size.

If the current goes above the maximum ratings, the wiring could overheat, causing serious damage
to your equipment.

Use caution - unit may get hot
The unit will generate heat during operation, and the casing may feel hot to the touch. Take care
when handling unit. Be sure to leave adequate space for ventilation.

STEP 1. Connect network, serial device, and power

This step covers the physical installation of the hardware. This step requires the following items:

NPort 5600-8-DT Series device server

® Power adapter and power cord

Ethernet cable

Serial cable with RJ45 or DB9 connector (depending on model)

Serial device

Connect to Network

After placing the device server in its location, plug one end of the network cable into one of the
device server’s Ethernet ports. Plug the other end of the cable to the network. There are two
Ethernet ports on the NPort 5600-8-DT so you can easily daisy-chain multiple units together.

Attach Serial Device

Use the serial cable to connect your serial device to a device port on the NPort 5600-8-DT. Make
sure that you are familiar with your device’s serial communication settings (e.g., baudrate, stop bit,
etc.). You will need to know these parameters when configuring the device server and drivers.

Adjustable Pull High/Low Resistors for RS-485
Termination resistors may be needed when connecting RS-485 devices to your NPort, in order to

prevent the reflection of serial signals. The device port’s pull high/low resistors must then be set
correctly to prevent signal corruption. DIP switches are located on the bottom of your NPort 5600-
8-DT for adjustment of each device port’s pull high/low resistors. You will need to unscrew the
DIP switch cover to access the DIP switches.

| { 0
6]

@ ® ® €]

©

® ®
O O
I 1 e |




NPort 5600-8-DT User’s Manual

Basic Installation

The pull high/low resistor values for each device port are set as follows:

1 2 3
SW
Pull High Pull Low | Terminator
ON 1 KQ 1 KQ 120 Q
Default OFF 150 KQ 150 KQ

Do not use the 1 KQ setting when using RS-232. Doing so will degrade the RS-232 signals and
reduce the effective communication distance.

A

ATTENTION

Grounding and wire routing helps limit the effects of noise due to electromagnetic interference
(EMI). Before attaching any serial devices, run your ground wire from your grounding surface to
the device server’s grounding contact at the rear panel. Secure the connection with the provided
screw.

Connect Power

Connect the 12 to 48 VDC power line to the NPort 5600-8-DT’s terminal block or power jack. The
“Ready” LED will initially glow red. When the system is ready, the “Ready” LED will turn green.

STEP 2: Configure the device server’s general settings

This step covers the configuration of general settings using NPort Administrator. You may also
use the web, serial, Telnet, or LCM console to configure the device server. Please refer to Chapter
7, 8, and 9 for additional information on using the other consoles.

This step requires the following items:

® NPort 5600-8-DT Series device server with live connection to the network

® Windows PC with live connection to the same network (see Chapter 10 for Linux/UNIX
installations)

® NPort Documentation & Software CD

Install NPort Administrator

Locate and run the setup program on the NPort Document & Software CD. The setup program will
be named Npadm_Setup_[Version]_Build_[DateTime].exe (e.g., “Npadm_Setup_Verl.8_
Build_07041316.exe”). Run NPort Administrator when installation is complete.
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Search for Device Server on LAN

In NPort Administrator, click “Search”
to search your LAN for NPort device
servers.

When your unit appears in the search
results, you may click “Stop” to end the
search. You may also wait a few more
moments for the search to complete.

The “Configuration” panel will list the
NPort device servers that were found on
the LAN. If your unit cannot be found,
you may have a network problem.
Please check all cables and verify that
your PC and device server are on the
same LAN. If you still have problems,
try connecting the device server directly
to your PC.

Adjust General Settings

File  Function Configuration Yiew Help
L 2 = ) g8
E it Search  Search IP

Searching for NPort....

' Step

| IF Address [
192168127254

Found 1 NPort[z). remain timeout = 2 second(s)

[ No | Madel
[1 NPaort 5610-8DT

MAC Address
00:90:E &:05:61:03

File  Function Configuration %iew Help

L 2 a2 -3 B g

Ext  Seach SearchlP

Function Configuration
=38 NPt Mo /| Model | MaC Address
’g Canfiguration 1 MPort 5610-8-DT  00:90:E 8:05:61:03

Right-click your unit in the “Configuration” panel and select “Configure” in the context menu. If
your device server is password protected, first select “Unlock™ in the context menu.

In the configuration window, go to the “Network” tab. For any parameter that you wish to change,
click the appropriate “Modify” box and make the desired adjustments. The device server must be
assigned a valid, unique IP address for operation in your network. Both fixed and dynamic IP
addresses are supported. Please consult with your network administrator if you are not sure how to

set these parameters.

When you are ready to restart the device server with the new settings, click “OK”.

Inhfdorndnalti;n Accessible [Pz ] Auta W arming ] IP Address Report ] Pazsword ]
SR A= i Network i i
NPatt 5610-6-0T Basic Serial ] Operating Mode ]
Modify
IWEALE Rlifrans 192.168.127. 254
00:90:E8:05:61:03
Serial Mumber
FE103 Netmask 255.255.255.0
Gateway
Firmnware Wersion IP Configuration Static: -
Yer 1.0
DNS Server 1
System Uptime DMS Server 2
0 days, 00k 03m:09s -
odify
public

Click the "Modify" check box to madify configuration
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Setting Up the Audio Alarm

The NPort 5600-8-DT has a built-in audio alarm to warn you when certain events occur. You can
change the audio by using NPort Administrator to upload al6-bit uncompressed 48 kHz WAV
audio file no bigger than 511 KB. To select which events activate the audio alarm, go to the
“Auto Warning” tab in the “Configuration” window of NPort Administrator. For volume control,
alarm testing, or audio file deletion, select the “Alarm” menu in the LCM console. When the
alarm has been activated, press any key in the LCM console to turn off the alarm. Please refer to
Chapter 7, 8, and 9 for additional information on using NPort Administrator, the web console,
and the LCM console.

Static IP Addresses

For most applications, you will assign a fixed IP address to the device server. To assign a static
(fixed) IP address, the “IP Configuration” parameter must be set to “Static”, which is the default
setting. You may then modify the “IP Address” and “Netmask” parameters.

Dynamic IP Addresses

For certain network environments, your device server’s IP address will be assigned by a DHCP
or BOOTP server. In this case, instead of assigning the device server’s IP address, you will need
to configure the device server to receive its IP address from the appropriate server. Set the “IP
Configuration” parameter to “DHCP”, “BOOTP”, or “DHCP/BOOTP”, depending on your
network environment. The “IP Address” and “Netmask” parameters will be unavailable for
editing since these parameters will be assigned automatically.

If you are not sure whether you need to configure your device server for a dynamic or static IP
address, consult the administrator who set up the LAN.

Verify Network Settings

If your device server has been configured correctly, you should be able to ping its IP address from
your PC. First make sure that your PC and device server are on the same subnet, then ping the
device server’s address. If no response is received, you will need to check your cables and network
settings.

STEP 3: Configure device port operation mode

This step covers configuration of a device port’s operation mode. The operation mode determines
how the device port will interact with the network. The selection of operation mode will depend on
your specific application. Please refer to the chart on the following page for guidance in selecting
the operation mode. For additional information, please refer to Chapter 5.

This step requires the following items:

® NPort 5600-8-DT Series device server with live connection to the network
e Windows PC with live connection to the same network and NPort Administrator installed
Make sure that NPort Administrator is open with your device server listed in the configuration

pane. You should also have an understanding of your intended device networking application and
the appropriate settings.
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Adjust Operation Mode Settings

The operation mode parameters for
each device port can be configured
through NPort Administrator. Open
your device server’s configuration
window using the same method when
you adjusted the network parameters.
On the “Operation Modes” tab, click
“Modify” and select the device port
that you wish to configure. Click
“Settings” to configure the selected
device port.

Set the operation mode and associated
parameters as necessary. Please refer
to Chapter 5 and 6 for additional
information on operation modes and
advanced settings. When you are
ready to restart the device server with
the new settings, click “OK”.

Operating Mode

Accessible IPs ] Auta wWarning 1 |IP Address Report
Basic ] Network I Serial
| Modify

I

Password 1

ode
Fieal COM Mode
Real COM Mode
Fieal COM Mode
Real COM Mode
Fieal COM Mode
Real COM Mode

Settings

Click the "Modify"" check box to modify configuration

1 Poitfs) Selected. Tst port is Port 1
Operating Mode

Real COM

Maui. Cannection 1

Misc: [(Optional)

TCF Alive Check Timeout
7 099 i)

Data Packing [Optional)

Delimiter 1 oo

0K

Force T« Timeout 0

K Cancel

[0, Hex) (0-65535 ms)
Delimiter 2 fi] (04, Hex) PackingLength |0 (01024 bytes]
Delimiter Process Do Nothing -
o 0K X Cancel
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Operation Mode Selection Chart
'You can use this chart to help you select the appropriate operation mode for your application.

Using legacy COM

No
software? Need more

A 4

Start

COM ports?

Real COM mode
with Moxa driver

RFC2217 mode
with 3" party

Using socket
program?

<
driver
UDP mode UDP TCP‘or UDE Tcp
< application?
TCP Client mode Server Server
< or client <
program?

RFC2217 mode
or
TCP Server
mode with IP
Serial Library

Need to
control serial
parameters?

Yes

TCP Server
mode

Pair Connection
modes
(master + slave)

Reverse Telnet
mode

Contact Moxa
for guidance

Need to extend

Yes .
< serial
P . .
transmission
range?
»i
al
Yes Console
< management
application?
>
<
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STEP 4: Configure serial communication parameters

This step covers the configuration of each device port’s serial communication parameters, such as
baudrate, stop bit, etc.

This step requires the following items:

e NPort 5600-8-DT Series device server with live connection to the network
o Windows PC with live connection to the same network and NPort Administrator installed

Make sure that NPort Administrator is open with your device server listed in the configuration
pane. You should also know the serial communication parameters for the attached device and
intended application.

Review Serial Parameters

The following parameters need to be set correctly on the device port for proper communication
with your device. Please refer to your device’s documentation for the appropriate settings.

Parameter Options Description
50 bps This is the rate of data transmission to
Baudrate 115.2 Kbps (default) and from the attached serial device.
921 Kbps
5 This is the size of each data character.
. 6
Data bits 7
8 (default)
1 (default) This is the size of the stop character.
Stop bits 1.5
2
None (default) Even This is the kind of parity that will be
Parit Odd used. Even and Odd parity provide
Y Space rudimentary error-checking; Space and
Mark Mark parity are rarely used.
This is the method used to suspend and
None resume data transmission to ensure that
Flow control | RTS/CTS (default) data is not lost. RTS/CTS (hardware)
DTR/DSR Xon/Xoff | flow control is recommended if
possible.
This controls whether the device port’s
FIFO Enable (default) built-in 128-byte FIFO buffer is used.
Disable When enabled, the FIFO helps reduce
data loss regardless of direction.
RS-232 This is the serial interface that will be
Interface RS-422 used. The options that are available
RS-485-2W depend on the specific model of device
RS-485-4W server.
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Adjust Serial Parameters

The serial communication parameters for each device port can be configured through NPort
Administrator. Open your device server’s configuration window using the same method when you
adjusted the network parameters. On the “Serial” tab, click “Modify” and select the device port
that you wish to configure. Click “Settings” to configure the selected device port.

Infarmation
odel Mame
NPort 5650-8-DT

Accessible IPz ] Auta Warning ] IP Address Report ] Pazzword ]
Basic ] M etwark. Serial l Operating Maode

MAC Address
00 30:E&:05:E5: 04 Port | Aliaz | Settings |
. 1 115200.M.8,1. RTS/CTS
Serial Number 2 115200 M 8.1 RTS/CTS
56504 3 115200M.8,1 RTS/CTS
4 115200.4.8,1. RTS/CTS
) ; 5 115200,M.8,1. RTS/CTS
Firmwware Yersion E 115200,N,8,1 RTS/CTS
Wer1.0 7 116200,M,8,1 RTS/CTS
8 115200.M.8,1. RTS/CTS
Swztem Uptime
0 days, 00h:19m:55:

Settings

Click the "Modify" check box to modify configuration " OK | 3 Cancel |

Make adjustments to the parameters as necessary. When you are ready to restart the device server
with the new settings, click “OK”.

1 Port(z] Selected. 1zt port iz Port 1

[lipply port alias ta all selected parts)

Part Alias

Baud Rate 115200 - Flavw Contral ETS/ACTS -
Farity Hane - FIFO Enable i
[rata Bits a - Interface R5.232 -
Stop Bitz 1 -

o OK | X Cancel |
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STEP 5: Map COM port to device

This step covers the mapping of COM ports on a Windows PC to NPort device ports. This allows
Windows software to access serial devices over the network as if they were local COM devices,
for instant device networking without software migration. COM mapping is supported in Real
COM and RFC2217 modes only.

The following instructions are for device ports operating in Real COM mode. For device ports
operating in RFC2217 mode, follow the instructions for your particular driver. Real COM mode
also supports TTY port mapping in Linux and UNIX systems.

This step requires the following items:

® NPort 5600-8-DT Series device server with the following:

> Live connection to the network

> Device port configured for Real COM operation
e Windows PC with the following:

> Live connection to the same network

> NPort Administrator installed

> Software for intended serial application installed
Make sure that NPort Administrator is open with your device server listed in the configuration
panel. You should also know the serial communication parameters for the attached device and
intended application.

Specify Target Device Server

In NPort Administrator, click “COM sle B EEN g e i

Mapping” in the Function panel to open the 4 & =2 8 .8

COM Mapping window. Right-click an empty — — e T R I aa
line in the COM Mapping window and select i
“Add Target” in the context menu to assign E‘nﬁ.ﬁpﬁgpt o

your device server as the mapping target.

A list of NPort device servers that have been [ [EEn CHREETD B B

.. . i) = =
found by NPort Administrator will appear. Ba Al &,
Select your device server and click “Finish”. Function COM Mapping - 8 COM
= [ HPot Mo/ | Model | IP Address | Part__ | COt

€Y Configuration 1 WPort BEI0-BDT  192168.127.254 1 cot
(&) Maritar 2 WPort 6E10-80T  192168.127.254 2 cot
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Assign COM Port Number to Device Port

The COM Mapping window will show a list of available device ports on the network. Right-click
the target device port and select “COM Settings” in the context menu.

File  Function COM Mapping Wiew Help

2 &
Exit Add Remove  Apply  Configure
Function COM Mapping - 16 COM
= |2 NPort
€ Configuration HPort 5650-16
Monitor 2 MPort 5E50-16 ‘_D; Add Target
Part Maritar 3 MPort 5E50-16
{, COMMapping | ¢ NPt 585016 19216816130 | = Remove Target
o 5 MPort 565016 192.168.16.130
- 1P Address Report | o NPort 56506 19216216130 Ensble
7 MPart 565016 192.168.16.130 Disable
8 MPort 565016 192.168.16.130 :
] NPt 585016 19218816130 (B COM Settings
an KD~ FCREMAC 107 4Cco1Cc 4120

In the Basic Settings tab,
select the COM port number
that will be mapped to the
device port. You can map
multiple COM ports at the
same time, in which case the
“Auto Enumerating” feature
may be used to automatically
number the COM ports.

In the Serial Parameters tab,
adjust the settings to match
your device. These settings
must also match the settings
on the device port. Click
“OK” when you are satisfied
with your changes.

Paramneter

a-erformance, FIFD Ena.. B
erformance, FIFO Ena.. 9600, Mone, 8,
erformance, FIFO Ena.. 9600, Mone, 8,
erfomance, FIFO Ena.. 9600, None, 8,
erformance, FIFO Ena.. 9600, Mone, 8,
erformance, FIFO Ena.. 9600, None, 8,
erformance, FIFO Ena.. 9600, Mone, 8,
erformance, FIFO Ena.. 9600, Mone, 8,

erformance, FIFO Ena.. 9600, None, 8,

Port Mumber: 2 Port[z] Selected. 1st port is Port 1

Basic Settings | Advanced Sellmgsl Senal F'aramalersl

COM Humber

. Auto Enumerating COM3 (in use]
M Selacted Parts.

e rr——— CICM Cunm [T=la Ty R Y

Puil Nunbiz 2 Puilf] Selected. 1l poil is Pul 1

Basic Seftings IAdvancEd Saltimgsl Serial Paramelelsl

COM Murnber

Auto Enumerating COM Mumber for
M Selected Ports.

Port Murnber: 1 Part[z] Selected. 13t port is Port 1

Biasic Settings | Advanced Gettings  Serial Parameters

Baud Rate

Parity

Drata Bits i -
Stop Bits 1 -
Flows Contral None -

[ &pply &l Selected Ports

W OK X Cancel
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Advanced Settings

Part Number: 1 Portfz) Selected. 13t port iz Port 2

Basic Seftings  Advanced Setlings | Serial Parameters

Tx Mode

Hi-Performance -
FIFD Enable -
Metwork. Timeout 5000 [B00-20000 ms)

Fast Flush [Only Fluzh Local Bulfer]

o 0K | X Cancel |

For additional details on Advanced Settings in NPort Administrator, please refer to Chapter 8.

Tx Mode: In Hi-Performance mode, the driver immediately issues a “Tx Empty” response to the
program after sending data to the NPort. In Classical mode, the driver sends the “Tx Empty”
response after confirmation is received from the NPort. Classical mode is recommended if you
want to ensure that all data is sent out before further processing.

FIFO: This tells the driver whether or not to use the FIFO.

Network Timeout: This specifies when an open, close, or serial parameter change operation will
time out.

Fast Flush: When enabled, the driver flushes only the local buffer on the host for a Win32
PurgeComm() function call. When disabled, both the local and remote buffers are flushed. If
your application uses PurgeComm() and performance seems sluggish, try enabling Fast Flush.

Apply Change

Right-click COM Mapping in the Function panel and select “Apply Change” in the context menu
to save the current COM mapping settings. Your application will now be able to access the target
serial device using the COM port.

File  Function COM Mapping Wiew Help

i 3 £ = = B
E it Add Remove Configure

Function COM Mapping - 8 COM
= E MPart IP &Address COM Part

Mode

€ Corfiguration WPart 561 0-5-0 192 1K Hi-Perfarmance.,

hanitar 2 MWPort 5610-8-DT  192.168.127.254 2 COMB Hi-Performance, FIFO En.

Part Maritar 3 NPort B610-8-DT  192.168.127.284 3 COM7 Hi-Performance, FIFD En.

m COM Mapping 4 WPort BE10-8-DT  192.168.127.284 4 Coma Hi-Performance, FIFO En.

% IP Addiess Repart 5 NPort B610-8-DT  192.168.127.254 & ComM3 Hi-Performance, FIFD En
E WPort BE10-8-DT  192.168.127.284 & Com1o HiPerformance, FIFO En.
7 NPort B610-8-DT  192.168.127.254 7 Com11 HiPerformance, FIFO En.
8 NPort B610-8-DT  192.168.127.284 8 Comi12 Hi-Performance, FIFO En.
< ?

teszage Log - 28 | Maonitor Log - 0
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General Settings

The NPort 5600-8-DT is easily configured to suit your network environment and your application.
This chapter goes over general settings for your device server.

The following topics are covered in this chapter:

ooo0oooO0do

Overview

Basic Settings
Network Settings
Serial Settings
Operating Settings
Accessible IP Settings
Auto Warning Settings
» Email and SNMP trap
» Event Type

» Alarm Audio File
Change Password
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Overview

The NPort 5600-8-DT can be configured through NPort Administrator, the web console, the
Telnet console, or the serial console. For each of these configuration interfaces, parameters are
organized by type. For this chapter, screenshots from the web console are used to illustrate the
available parameters, but the same parameters can be modified using the other interfaces.

Basic Settings

‘N Main Menu Basic Setting
1 Owerview -
{1 Basic Setfings Server name |MP5650-8-DT 56504
-1 metwork Settings Time

B Serial Settings Time zane [ (GMT)Greenwich Mean Time: Dublin, Bdinturgh, Lisbon, London. w |
#{_] Operating Settings ———

- [oor | Jefe ] o) i3 ) e ]
11 accessible IP Settings Local time 1l L I -

Mudlfy

B[] Auto Warning Settings =
B Morittor Time server
L1 change Password Settings
-1 Load Factory Default weh console @ Enable O Disable
1 Save/Restart Telnet console @Enable Obisahle
LCM password protect @No Oves
Reset button protect ®nNo Oves

Server name (default = blank): This is an optional free text field for your own use. It does not
affect operation of the NPort device server. It can be used to help differentiate one device server
from another.

c ATTENTION
There is a risk of explosion if the real-time clock battery is replaced incorrectly!
The real time clock is powered by a lithium battery. We strongly recommend that you obtain
assistance from a Moxa support engineer before replacing the battery. Please contact the Moxa
RMA service team if you need to change the battery.

Time zone (default = GMT Greenwich Mean Time): This field shows the currently selected time
zone and allows you to select a different time zone.

Local time: This field shows the time that you last opened or refreshed the browser, using the
NPort’s built-in real-time clock. You can adjust the real-time clock using this field. Make sure that
you first select the correct time zone.

/3 Time Settings - Microsoft Internet Exp B [ ] 4

Modify time settings

Date | Time

|
{ Y2 ENZ EN A Y Y
Submit | Close |

Time server (default = blank): This optional field is for your time server’s IP address or domain
name, if a time server is used in your network. The NPort 5600-8-DT supports SNTP (RFC-1769)
for automatic time calibration. The device server will request time information from the specified
time server every 10 minutes.
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Web console (default = Enable): This field enables or disables access to the web console.
Telnet console (default = Enable): This field enables or disables access to the Telnet console.

LCM password protect (default = No): This field enables or disables password protection for the
LCM console. The LCM console refers to the LCD control panel on the top panel of the device
server, which may be used for basic configuration.

Reset button protect (default = No): This field enables or disables reset button operation.

c ATTENTION
If you disable both the web console and Telnet console, you can still use the LCM console or
NPort Administrator to configure your NPort device server.

Network Settings

3 Main Menu Network Settings

: D Rvenlon = e
- (1 Basic Settings IP address 192.168.137.254

105 Nbtmash [285.255.255.0
[fji__‘l Serial Settings

E‘IJ Operating Settings — -
11 Accessible IP Settings IP configuration Static v
Ix‘l:l Auta Warning Settings
WD Monitor

11 change Passward

{1 Load Factory Default SNMP Setting
; 1 save/Restart SNMP & Enahle O Disahle

Gateway

DNS server 1

DNS server 2

Community name public
Cantact
Location

IP Address report

Auto report to IP
Auto report to UDP port dCOE

Auto report period 10 caconds

IP Address (default = 192.168.127.254): This field is for the IP address that will be assigned to
your NPort device server. All device ports on the device server will share this IP address. An IP
address is a number assigned to a network device (such as a computer) as a permanent address on
the network. Computers use the IP address to identify and talk to each other over the network.
Choose a proper IP address that is unique and valid in your network environment. If your device
server will be assigned a dynamic IP address, set the “IP configuration” parameter appropriately.

ATTENTION
You must assign a valid IP address to your NPort 5600-8-DT before it will work in your network
environment. Your network system administrator should provide you with a unique IP address
and related settings for your network
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Netmask (default = 255.255.255.0): This field is for the subnet mask. A subnet mask represents
all of the network hosts at one geographic location, in one building, or on the same local area
network. When a packet is sent out over the network, the NPort device server will use the subnet
mask to check whether the desired TCP/IP host specified in the packet is on the local network
segment. If the address is on the same network segment as the device server, a connection is
established directly from the device server. Otherwise, the connection is established through the
gateway as specified in the “Gateway” parameter.

Gateway (default = blank): This field is for the IP address of the gateway, if applicable. A
gateway is a network computer that acts as an entrance to another network. Usually, the computers
that control traffic within the network or at the local Internet service provider are gateway nodes.
The NPort device server needs to know the IP address of the default gateway computer in order to
communicate with the hosts outside the local network environment. Consult your network
administrator if you do not know how to set this parameter.

IP configuration (default = Static): This field determines how the device server’s IP address will
be assigned. Four options are available:

Option Description
Static User-defined IP address, netmask, gateway.
DHCP DHCP server-assigned IP address, netmask, gateway,

DNS, and time server

DHCP/BOOTP DHCP server-assigned IP address, netmask, gateway,
DNS, and time server, or

BOOTP server-assigned IP address (if the DHCP server
does not respond)

BOOTP BOOTP server-assigned IP address

DNS server 1 (default = blank): This field is for the DNS server’s IP address, if applicable. This
allows the NPort device server to use domain names instead of IP addresses to access hosts.

Domain Name System (DNS) is the way that Internet domain names are identified and translated
into IP addresses. A domain name is an alphanumeric name, such as www.moxa.com, that it is
usually easier to remember than the numeric IP address. A DNS server is a host that translates a
text-based domain name into an IP address in order to establish a TCP/IP connection. When the
user wants to visit a particular website, the user’s computer sends the domain name (e.g.,
www.moxa.com) to a DNS server to request that website’s numeric IP address. When the IP
address is received from the DNS server, the user’s computer uses that information to connect to
the website’s web server.

The NPort will play the role of a DNS client, actively querying the DNS server for the IP address
associated with a particular domain name. The following device server parameters on the NPort
5600-8-DT support the use of domain names in place of IP addresses: Time Server, Destination IP
Address (in TCP Client mode), Mail Server, SNMP Trap Server, Destination Address (in Pair
Connection mode), and SMTP Server.

DNS server 2: This is field is for an alternate DNS server’s IP address, if applicable.

Community name (default = public): This optional field is for the community name, which is a
plain-text password mechanism for weak authentication of queries to agents of managed network
devices.


http://www.moxa.com/�
http://www.moxa.com/�
http://www.moxa.com/�

NPort 5600-8-DT User’s Manual General Settings

Contact (default = blank): This optional field is for SNMP contact information, such as an
emergency contact name and telephone or pager number.

Location (default = blank): This optional field may be used to specify the location string for
SNMP agents. This string is usually set to the street address where the NPort is physically located.

IP Address Reports:

The IP Address report settings are used when the NPort’s IP address is configured by DHCP or
BOOTP (i.e., dynamic rather than static IP address). Using these settings, the NPort can be
configured to send periodic IP address reports to a network host. For example, if the NPort is
operating as a server (TCP or UDP modes), then the host, operating as a client, must know the
NPort’s IP address. If the DHCP server assigns a new IP address to NPort, the host needs to be
notified of the NPort’s new IP address. The IP address reports can be used to resolve this
situation.

Please refer to Chapter 8 for details on receiving automatic IP reports in NPort Administrator.
Please refer to Appendix C for details on the IP report protocol.

The NPort’s IP address report must be received by a network host using one of the following
methods:

® The host is using NPort Administrator’s IP Address Report function.

® The host is running a user-developed application that uses the IP report protocol. Please refer
to Appendix C for information about the IP report protocol.

Auto report to IP (default = blank) This optional field specifies the destination IP address for
the IP address report.

Auto report to UDP port (default = blank): This optional field specifies the UDP port number
to use when sending IP address reports.

Auto report period (default = 10 seconds): This optional field specified how often to send IP
address reports.

Serial Settings

NN
2 Main Menu Serial Settings
L Overview
{21 Basic Settings Serial Settings
(1 Metwork Settings Alias Baud rate | Data bits | Stop bits Parity FIFO Flow ctrl  Interface
Bey EaialSanng Port 1 115200 3 1 None Enable RTS/CTS RS-232
1 Port1 Part 2 115200 8 1 None Enable RTS/CTS |RS-232
S Part e Port 3 115200 8 1 None Enable RTS/CTS |RS-232
L] porta Port 4 115200 |8 1 Mone Enable RTS/CTS RS-232
0 Part 4 Port § 115200 |8 1 None Enable  [RTS/CTS [RS-232
g Eaies Part 6 115200 3 1 None Enable RTS/CTS |RS-232
(1 ports Port 7 115200 |8 1 None Enable RTS/CTS |RS-232
SO Part 7 Port 8 115200 3 1 MNone Enable RTS/CTS |RS-232

Serial Settings is where you set the serial communication parameters for each device port, such as
baudrate, parity, and flow control. Each device port can be configured independently.
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A

ATTENTION

It is critical that the device port’s serial communication settings match the attached device. Please
refer to the user’s manual for your device to verify the serial communication settings.

3 Main Menu Serial Settings
S Overview
(1 Basic Settings : Port 1
- 1 Network Settings Port alias |
3 Serial Settings Serial Parameters
L Bt Baud rate 1115200 v |
3 Port2 =
Data bits |8~
1 Part3 -
{1 Port 4 Stop bits 71 *|
3 ports Parity None v
= Flaw contral RTS:CTS ~|
(0 Port7 - _
1 Ports FIFC & Enable O Disable
] Operating Settings Interface E_R'S'Z}2 I
. [0 accessible IP Settings I &pply the above settings to all serial ports
] Autn Warning Settings
¥ Monitor

Port alias (default = blank): This optional text field can be used to help you differentiate one
device port from another.

Baudrate (default = 115.2 Kbps): This field is required.
Data bits (default = 8): This field is required.

Stop bits (default = 1): This field is required.

Parity (default = None): This a required field.

Flow control (default = RTS/CTS): This is a required field.

FIFO (default = Enable): This is a required field. A 128-byte FIFO is provided for each device
port in both Tx and Rx directions. Disable the FIFO if the attached serial device does not have its
own FIFO to prevent data loss during communication.

Interface (default = RS-232): This is a required field. For the NPort 5610-8-DT and 5610-8-DT-J,
only the RS-232 setting is available.
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Operating Settings

NMICOX /A
3 Main Menu “ Operating Settings A
1 overview
B8] [Bee S Operating Settings
{1 Network Settings Port Operating mode Plgﬁ';';lg Delimiter 1 Delimiter 2 Delimiter process trFal:;C:lit
4 Serial Settings
(u] 0 (Disable) 0 (Disahle) Do Mathing a
&) feiEd 1 Real COM Mode TCP alive check time: 7
O Port2 Max connectian: 1
O port 3 (u] 0 (Disable) 0 (Disahle) Do Mathing a
Q1 port 4 2 Real CoM Made TCP alive check time: 7
1 Parts Max connection: 1
1 Ports (n] 0 (Disable) 0 (Disable} Do Mothing a
O port7 £l Real COM Mode TCP alive check time: 7
O Port& Max connection: 1
E {perating Settinas 0 0 (Disable) 0 (Disable) Do Mothing 0
O Port 1 4 Real COM Made TCP alive check time: 7
1 Port 2 Max connection: 1
{1 Port3 0 0 (Disable) 0 {Disable) Do Mothing [z}
1 Paort 4 5 Real COM Mode TCP alive check time: 7
O Ports Max connection: 1
{1 Port6 0 0 (Disable) 0 {Disahle) Do Mathing a
1 Port 7 & Real COM Mode TCP alive chack time: 7
{1 Port s Max connectian: 1
{1 Accessible IP Settings 0 0 (Disable) 0 {Disahle) Do Mathing 0
r(wﬁ Arikn Wserinn :C.H-;m; s \7 Real COM Mode TCP alive [:hE.;[;k time: 7 =

Operating Settings is where each device port’s operation mode and associated parameters are
configured. Please refer to Chapters 5 and 6 for an explanation of the different operating modes
and parameters.

Accessible IP Settings

3 Main Mo Accessible 1P Settings
= Orwlarview
=] Basic Serhngs
-l Hitwork Sottings
®_1 Senal Semings
w1 Operating Sertings
) Beressibie P Setongs = |E]
# ] Auto Warning Settings 310

[l Enable the accessble 1P kst (Hot chacking "Enabla” will allow all IPs to conmect,)
MNa ACtivate the ruls IP Addrass Ratmazk

O |

#_1 Manitar s,
—| Change Password A jLi
'l Load Factory Dofault 5 Ll
'l SavefRestart & |1

T L)
ASIE
8 0O
10 il

11 i[]

The Accessible IP list allows you enable only certain IP addresses to connect to the NPort device
server and attached devices. When the accessible IP list is enabled, only IP addresses that are on
the list will be able to connect to the NPort. You can allow single IP addresses or a range of IP
addresses by using a combination of IP address and netmask, as follows:
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e To allow access to a specific IP address

Enter the exact IP address and enter 255.255.255.255 for the netmask.

e To allow access to hosts on a specific subnet

For both the IP address and netmask, use 0 for the last digit (e.g., 192.168.1.0 and

255.255.255.0).

e To allow unrestricted access
Do not enable the accessible IP list.

The following table shows additional examples:

Allowed hosts IP Address setting Netmask setting
Any host (disable) (disable)
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 to 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 to 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 to 192.168.1.254 192.168.1.128 255.255.255.128

Auto Warning Settings

The NPort device server can automatically warn administrators of certain system, network, and
configuration events. Depending on the event, different options for automatic notification are
available, as shown above. These options are configured in the Auto Warning Settings.

Email and SNMP trap

MO/
‘3 Main Menu Auto warning: Email and SNMP trap
L1 overview
{1 Basic Settings Mail server
(1 Network Settings Mail server
(] gerial Settings
B{_] Operating Settings
{1 accessible IP Settings
= Auto Warning Settings Password
(0 E-mall and 5P Tran
{1 Event Type
(O Alarm audio File
1] Maonitar
{1 change Password
{1 Load Factory Default
{1 Save/Restart

Iy server requires authentication

User name
From E-mail address NP5650-8-DT_56504 @NP5650-8-DT
E-mail address 1
E-mail address 2

E-mail address 3

E-mail address 4

SNMP trap server

SNMP trap server IP or
domain narne

The Email and SNMP trap parameters are used to configure how e-mail and SNMP traps are sent

when an automatic warning is issued by the NPort device server.

Mail Server (default = blank): This optional field is for the IP address or domain name of your
network mail server, if applicable. The mail server is required for the NPort to send e-mail

warnings of administrative events.
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User name (default = blank): This optional field is used if your mail server requires it.

Password (default = blank): This optional field is used if your mail server requires it.

From E-mail address (default = blank): This optional field sets the “From” e-mail address that
will show up in an automatic warning e-mail.

E-mail address 1 through 4 (default = blank): These optional fields set the destination e-mail

address for automatic e-mail warnings.

ATTENTION

Consult your network administrator or ISP if you are unsure how to set the mail server settings.
The NPort’s automatic warning function may not work properly if the settings are incorrect. The
NPort supports SMTP AUTH with LOGIN, PLAIN, CRAM-MDS5 (RFC 2554).

SNMP trap server (default = blank): This optional field is for the IP address or domain name of
your SNMP trap server, if applicable. The SNMP trap server is required for the NPort to send
SNMP traps for certain administrative events.

Event Type
' Main Menu Event Type
] Overview
(_J Basic Settings Cold start
] Network Settings Warm start
# Serial Settings Authentication failure

# (] Operating Settings
(] Accessible IP Settings
=) Auto Warning Settings
1 E-mail and SNMP Trap Ethernetl link down

1P address changed

Password changed

1 Event Type Ethernet2 link down
1 Alarm Audio File
(] Monitor Port 1
1 Change Password Port 2
(] Load Factary Default
] Save/Restart Eort
Port 4
Port 5
Port 6
Port 7
Port 8
Port 1
Port 2
Port 3
Port 4
Port §

Port 6
Port 7
Port 8

Cmail
CMail
Omail
CImail
Cmail
CImail
CImail

COmail
CImail
COmail
CIMmail
CImail
Cmail
Cmail
CImail

Omail
Omail
Cmail
Omail
CImail
CImail
Cmail
Cmail

Otrap
[ Trap
Ovrap

OTrap
OTrap

DCD changed

OTrap
OTrap
COTrap
OTrap
O Trap
Otrap
Otrap
O 7rap

DSR changed

DTrap
O7rap
CTrap
CTrap
OTrap
OTrap
OTrap
DTrap

[ alarm
[ alarm

[l alarm
[Jalarm
[ alarm
[l Alarm
[CJalarm
Ol alarm
Calarm
[l alarm

[ alarm
CJalarm
[ alarm
[ alarm
O alarm
[ slarm
[ alarm
[ alarm

The Event Type parameters are used to configure which events will generate an automatic warning
from the NPort device server, and how that warning will be issued. For each listed event, certain
automatic warning options are available. If Mail is selected, an e-mail will be sent. If Trap is
selected, an SNMP trap will be sent. If Alarm is selected, the built-in audio alarm will activate.
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Cold start: The NPort has booted up after being powered off.
Warm start: The NPort has rebooted without turning the power off.

Authentication failure: The user has entered the wrong password when trying to access the NPort
configuration parameters from NPort Administrator or one of the consoles (e.g., web console).

IP address changed: The user has changed the NPort’s IP address. Please note that for this event,
the NPort will reboot with the new IP address without sending an automatic warning e-mail if the
NPort is unable to reach the mail server within 15 seconds.

Password changed: The user has changed NPort’s password. Please note that for this event, the
NPort will reboot with the new password without sending an automatic warning e-mail if the
NPort is unable to reach the mail server within 15 seconds.

Ethernetl, Ethernet 2 link down: The Ethernet connection is down or the Ethernet cable has
been disconnected.

DCD changed, Ports 1 through 8: The device port’s DCD (Data Carrier Detect) signal has
changed, or the modem connection status has changed. For example, a DCD change to high
indicates that the attached modem has established a valid connection to another modem. A DCD
change to low indicates that the connection line is down.

DSR changed, Ports 1 through 8: The device port’s DSR (Data Set Ready) signal has changed,
or the attached device has no power. For example, a DSR change to high indicates that the DCE
(Data Communication Equipment) is powered on. A DSR change to low indicates that the DCE is
powered off.

c ATTENTION
DCD and DSR signal changes are only applicable for the RS-232 interface.

Alarm Audio File

This setting is available in the web console only. Please refer to Chapter 7 for additional
information. The audio file parameter is used to configure the built-in audio alarm. Select a . WAV
file to use as the audio alarm. This file must be a 16-bit uncompressed 48 kHz .WAYV audio file no
larger than 511 KB.

‘3 Main Menu Audio File Upload
L1 Overview
~(] Basic Settings
~( Metwark Settings
=] serial Settings
#{ ] Operating Settings
{1 Accessible 1P Settings
= Autn Warning Settings

3 E-mail and SHMP Trap

[ T

Installed wave file name: Mia (Mot Installed)
Select audio file {\WAY)

{Note: audio file format must be 48kHz, stereo or mono, un-compressed 16bits wave file.)
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Change Password

‘4 Main Menu Change password
S Overview

(1 Basic Settings Old passward

{1 Network Settings New password :

D Serial Settings

#1_] Operating Settings
{1 Accessible IR Settings
=453 Auto Warning Settings

Pl e el e maam e

Retype password :

Subnit

You can set a password to restrict access to the NPort’s configuration parameters. If a user does
not enter the password, access to the NPort configuration settings will be denied, whether it is
through NPort Administrator or through one of the consoles (e.g., web console). In order to
remove password protection, leave the New password and Retype password parameters blank.

A

ATTENTION

If you forget the NPort’s password, the ONLY way to configure the NPort is by using the
hardware reset button load the factory defaults.

Before you set a password for the first time, it is a good idea to export the NPort’s completed
configuration to a file. Your configuration can then be easily restored if necessary. For additional
information on configuration management, please refer to Chapter 8.
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Introduction to Operation Modes

In this chapter, we describe the various device port operation modes available on the NPort 5600-
8-DT. The operation mode determines how the device port will interact with the network. The
selection of operation mode will depend on your specific application. After choosing the proper
operation mode in this chapter, please refer to Chapter 6 for information on configuring the
operation mode advanced settings.

The following topics are covered in this chapter:

Overview

Real COM Mode
RFC2217 Mode

TCP Server Mode
TCP Client Mode

UDP Mode

Pair Connection Modes
Reverse Telnet Mode
Disabled Mode

ooodoo0doo o
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Overview

The NPort 5600-8-DT connects RS-232/422/485 devices to an Ethernet network. In a typical
application, a traditional SCADA and data collection system relies on serial devices to collect data
from various kinds of instruments. With the NPort device server, the SCADA and data collection
system can access instrument data over a standard TCP/IP network, whether the devices are used
locally or at a remote site.

Each device port on the NPort 5600-8-DT is configured independently of the other device ports,
with its own serial communication parameters and operation mode. A device port’s operation
mode determines how it interacts with the network, and different modes are available to
encompass a wide variety of applications and devices.

Real COM and RFC2217 modes allow serial-based software to access the device port as if it were
a local serial port on a PC. These modes are appropriate when your application relies on Windows
or Linux software that was originally designed for locally attached COM or TTY devices. With
these modes, you can access your devices from the network using your existing COM/TTY -based
software, without investing in additional software.

Three different socket modes are available for user-developed socket programs: TCP Server,
TCP Client, and UDP Server/Client. For TCP applications, the appropriate mode depends on
whether the connection will be hosted or initiated from the device port or from the network. The
main difference between the TCP and UDP protocols is that TCP guarantees delivery of data by
requiring the recipient to send an acknowledgement to the sender. UDP does not require this type
of verification, making it possible to offer speedier delivery. UDP also allows multicasting of data
to groups of IP addresses and would be suitable for streaming media or non-critical messaging
applications such as LED message boards.

Pair Connection Slave and Master modes are designed for serial-to-serial communication over
Ethernet, in order to overcome traditional limitations with serial transmission distance.

Reverse Telnet mode is designed for connections to servers that will host terminal sessions
through the device port. This mode is typically used for console management applications, but can
also be used to upgrade legacy servers to network operation.

Real COM Mode

Real COM mode is designed to work with NPort drivers that Real COM Mode
are installed on a network host. COM drivers are provided for @

Windows systems, and TTY drivers are provided for Linux

systems. The driver establishes a transparent connection to the
attached serial device by mapping a local serial port to the
device port’s IP:Port. Real COM mode supports up to four
simultaneous connections, so multiple hosts can collect data
from the attached device at the same time.

COM3 = IP Port

TCP/IP
Ethernet

Driver Mode

RS-232/422/485
\— o)
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ATTENTION
Real COM drivers are installed automatically with NPort Administrator.

Real COM mode allows you to continue using your serial communications software to access
devices that are now attached to your NPort device server. On the host, the NPort Real COM
driver automatically intercepts data sent to the COM port, packs it into a TCP/IP packet, and
redirects it to the network. At the other end of the connection, the NPort device server accepts the
Ethernet frame, unpacks the TCP/IP packet, and sends the serial data to the appropriate device.

ATTENTION
In Real COM mode, several hosts can have simultaneous access control over the device port. If
necessary, you can limit access by using the Accessible IP settings. Please refer to Chapter 4 for
additional information about Accessible IP settings.

RFC2217 Mode

RFC-2217 mode is similar to Real COM mode, since it relies on a driver to transparently map the
device port to a virtual COM port on a host computer. The RFC2217 standard defines general
COM port control options based on the Telnet protocol and supports one connection at a time.
Third party drivers supporting RFC-2217 are widely available on the Internet and can be used to
implement virtual COM mapping.

TCP Server Mode

In TCP Server mode, the device port is assigned an IP:Port TCP Server Mode
address that is unique on your TCP/IP network. It waits for the
host computer to establish a connection to the attached serial
device. This operation mode also supports up to four
simultaneous connections, so multiple hosts can collect data
from the attached device at the same time.

TCP/IP
\Ethernet

Data transmission proceeds as follows: 2 TCP Server

1. A host requests a connection to the device port.

G

2. Once the connection is established, data can be transmitted (1) Requesta RS.232/429/485
in both directions—from the host to the device, and from connection i
the device to the host. (2) Proceed with

data transmission
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TCP Client Mode

In TCP Client mode, the NPort actively establishes a
TCP connection to a specific network host when data is
received from the attached serial device. After the data
has been transferred, the NPort can automatically
disconnect from the host computer through the
Inactivity time settings. Please refer to Chapter 6 for
details on these parameters.

Data transmission proceeds as follows:

1. The NPort requests a connection from the host.

2. The connection is established and data can be
transmitted in both directions between the host and
device.

UDP Mode

UDP is similar to TCP but is faster and more efficient.
Data can be broadcast to or received from multiple
network hosts. However, UDP does not support
verification of data and would not be suitable for
applications where data integrity is critical. It is ideal for
message display applications.

Pair Connection Modes

Pair Connection Master and Slave modes connect two
NPort device servers over Ethernet for serial-to-serial
communication. The two NPort device servers can
connect to each other with a Ethernet cable, connect to
the same LAN, or in a more advanced setup,
communicate to each other over a WAN (i.e., through
one or more routers). A device attached to one NPort
can then communicate transparently to a device attached
to the other NPort, as if the two devices were connected
by a serial cable. Both data and modem control signals
are exchanged, except for DCD signals. This can be
used to overcome traditional limitations with serial
communication distance and introduces many new
possibilities for serial-based device control.

TCP Client Mode

=

TCP Client

T

(1) Request a
oy \RS-232/422/485
(2) Proceed with

data transmission

UDP Mode

Directly proceed with
data transmission
(no connection required)

RS-232/422/485

Pair Connection

Pair Connection

Master
Pair Connection

TCP/IP
Ethernet
Slave
RS-232/422/485
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Reverse Telnet Mode

In Reverse Telnet mode, the device port is
connected to a server and waits for a terminal
session to from a host on the network. This is
an appropriate mode for console management,
with device ports connected to the
console/AUX or COM ports of routers,
switches, or UPS units. Unlike TCP Server
mode, Reverse Telnet mode assists with CR/LF
conversion.

Windows NT

TCP/IP

&l NPort 5600-8-DT

EIET]

Router Server Server

Disabled Mode

A device port can be disabled by selecting the Disabled operation mode.
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Operation Mode Advanced Settings

Each device port on the NPort 5600-8-DT operates in one of the available operation modes, such
as Real COM mode or Reverse Telnet mode. For each operation mode, different parameters can be
configured. This chapter explains the settings for every parameter for every operation mode.

The following topics are covered in this chapter:

O Overview
» List of Parameters
» When to Make Adjustments
U Using Pair Connection Modes
O Parameter Details
» Connection Management Parameters
» Data Packing Parameters
»  Other Parameters
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Overview

The device port operation mode determines how the port interacts with the network. Depending on
your application and device, more than one operating mode may be suitable. When setting the
operation mode, different parameters may be adjusted depending on the operation mode.

For each mode, the default settings should work for most applications. Modify these settings only
if absolutely necessary for your application. The operation mode and related parameters can be
configured through NPort Administrator. The same parameters may also be configured using the
web console, Telnet console, or serial console.

List of Parameters

3
[<5]
ho} o
) % ) § >
T | © -8 c | o
= 52| T
> 2 c| 8|
Sle|lo|lc|lal|2
= 2 SIT|F—| |~
SHEIEIRIEE
O|la|O|2|2|0|Y
=|la|a|la|®
S|16(6|als|l5|k
C|F|F|D|xd|la|x
Connection Management Parameters
vViv|v v' | v | v/ | TCP alive check time
V|V v Inactivity time
VI v |V Max connection
VI v |V Ignore jammed IP
v | v Allow driver control
Data Packing Parameters
VIV IV |V v' | Packing length
vVivi iv|v v | Delimiter 1 and 2
vivi iv|v v' | Delimiter process
Vi ivI|v|v v" | Force transmit
Other Parameters
v v | v Local TCP port
v Command port
v Destination IP address
V|V Destination IP address 1 through 4
v Designated local port 1 through 4
v Local listen port
v Connection Control
v Map <CR-LF>
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When to Make Adjustments

The default settings for each operation mode are designed to work for most applications, and
usually do not need to be modified. However, adjustments may be required for the following
situations:

® You need to control network data packing using specific delimiter characters. Adjust
Delimiters 1 and 2 and Delimiter process.

® Multiple hosts will simultaneously access the attached device. Adjust Max Connection, Ignore
Jammed IP, and Allow driver control.

® Data will be broadcast from the serial device to multiple network destinations. Adjust
Destination IP 1 through 4.

® You are using Pair Connection modes to connect two serial devices over Ethernet. Adjust Local
TCP port and Destination IP Address.

Using Pair Connection Modes

For some applications, you may simply want a serial device to communicate directly to another
serial device over the network. You can use a pair of NPort 5600-8-DT device servers to
accomplish this, with Pair Connection Master and Slave modes. Simply set one device port to Pair
Connection Master mode and the other device port to Pair Connection Slave mode. It does not
matter which device port is master and which is slave.

For the device port in Pair Connection Slave mode, designate a Local TCP port to be used for
communication. For the device port in Pair Connection Master mode, enter the slave’s IP address
and Local TCP port as the Destination IP.

Once both device ports have been configured, the attached serial devices will communicate over
Ethernet as if they were connected by a serial cable. The two device servers can be connected by
an Ethernet cable, or they can be connected to the same network.

Parameter Details

Connection Management Parameters

AN
<
AN
AN
AN

TCP alive check time

Range: 0 to 99 minutes

Default: 7 minutes

Description: This is the time limit for keeping the connection
open if a host does not respond to “TCP alive check”
packets. If the host does not respond within the specified
time, the connection will be closed. A setting of 0 means
that the connection will remain open even if the host never
responds.

UDP Mode

Real COM Mode
TCP Server Mode| <
TCP Client Mode

Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode
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Inactivity time

Real COM Mode

TCP Server Mode| <

TCP Client Mode |

UDP Mode

Reverse Telnet Mode| <\

Pair Connection Mode

RFC2217 Mode

Range: 0 to 65535 ms

Default: 0

Description: This specifies the time limit for keeping the
connection open if no data flows to or from the serial
device. If there is no activity for the specified time, the
connection will be closed. A setting of 0 means that the
connection will remain open even if data is never received.

For many applications, the serial device may be idle for
long periods of time, so O is an appropriate setting. If you
wish to use Inactivity time with TCP Client mode, you must
set Connection Control is to Any Character/Inactivity Time
(see Connection Control).

When adjusting Inactivity time, make sure that it is greater
than the Force transmit time. Otherwise, the TCP
connection may be closed before data in the buffer can be
transmitted.

Max connection

Real COM Mode| N

TCP Server Mode| <

TCP Client Mode| N

UDP Mode

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode

Range: 1 to 4

Default: 1

Description: This specifies the maximum number of
simultaneous connections that the port will accept. When
adjusting Max connection, make sure that Ignore jammed IP
and Allow driver control are also adjusted correctly.

Ignore jammed IP

Real COM Mode| N

TCP Server Mode| <

TCP Client Mode|

UDP Mode

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode

Range: Yes or No

Default: No

Description: This field specifies how an unresponsive IP
address is handled when there are simultaneous connections
to the device port (see Max connection). “Yes” means that
transmission to the other hosts will not be suspended if one
IP address becomes unresponsive. “No” means that all
transmission will be suspended if one IP address becomes
unresponsive, and will resume when all hosts have
responded. “Yes” is the recommended setting when Max
connection is 2 or more.
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Allow driver control

Range: Yes or No

Default: No

Description: This specifies whether the device port will
respond to driver control commands when multiple
simultaneous connections are enabled (see Max connection).

UDP Mode

Real COM Mode| N\
TCP Server Mode | <\
TCP Client Mode

Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode

—+

Data Packing P

jab)

rameter

(7))

AN

Packing length

Range: 0 to 1024

Default: 0

Description: This controls data packing by the amount of data
received. Serial data accumulates in the device port’s buffer
until it reaches the specified length. When the specified
amount of data has accumulated in the buffer, the data is
packed for network transmission. A setting of 0 means that
data will not be packed until the buffer is full. 0 is the
recommended setting, unless your application has a specific
need to limit packet sizes or improve response times.

Real COM Mode
TCP Server Mode
TCP Client Mode | <\

UDP Mode| <
Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode| N

Delimiter 1 and 2

Range: 0 to FF, Enable

Default: Disabled

Description: This controls data packing by special delimiter
character(s).

Real COM Mode| N
TCP Server Mode| <
UDP Mode|
RFC2217 Mode|

Serial data accumulates in the device port’s buffer until the
delimiter character(s) are received, after which the data is
packed for network transmission. If only one delimiter
character is needed, be sure to enable Delimiter 1 only. If
both Delimiter 1 and 2 are enabled, both characters must be
received in sequence for data packing to occur. For
example, the carriage return character could be used as a
delimiter in order to transmit each sentence or paragraph in
a separate packet. Data is packed according to the Delimiter
process parameter.

TCP Client Mode|

Reverse Telnet Mode
Pair Connection Mode

Delimiters must be incorporated into the data stream at the
software or device level.
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ATTENTION
When the device port buffer is full, the data will be packed for network transmission, regardless of]
the settings for Delimiter 1, Delimiter 2, and Force transmit.

Delimiter process

Range: Do nothing, Delimiter + 1, Delimiter + 2, Strip

Delimiter

Default: Do Nothing

Description: This controls how data is packed when delimiter
characters are received. Note that this field has no effect if
delimiters are not enabled (see Delimiters 1 and 2).

Real COM Mode| N\
TCP Server Mode| <
TCP Client Mode| <

UDP Mode| N
Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode| N

Do nothing” will pack the accumulated data including
delimiters.

”Delimiter + 17 will wait for an additional character before
packing the accumulated data.

”Delimiter + 2” will wait for two additional characters
before packing the accumulated data.

”Strip Delimiter” will pack the accumulated data but will
not include the delimiter characters in the packet.

Force transmit

Range: 0 to 65535 ms

Default: 0 ms

Description: This controls data packing by the amount of time
that elapses between bits of data. As serial data is received,
it accumulates in the device port’s buffer. If serial data is
not received for the specified amount of time, the data that
is currently in the buffer is packed for network transmission.
A setting of 0 means that data in the buffer will not be
automatically packed when no further data is received from
the device. When using this field, make sure that Inactivity
time is disabled or set to a larger value. Otherwise the
connection may be closed before the data in the buffer can
be transmitted.

Real COM Mode | \
TCP Server Mode | <\
TCP Client Mode | <

UDP Mode| \
Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode | \
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Other Parameters

Local TCP port

Real COM Mode

TCP Server Mode| <

TCP Client Mode

UDP Mode

Reverse Telnet Mode| X

Pair Connection Mode| X

RFC2217 Mode

Range: 1 to 65535

Default: 4001 for port 1, 4002 for port 2, etc.

Description: This specifies the TCP port number for
communication to the attached device. Socket applications
will need to refer to the device using this port number. For
Pair Connection modes, this field specifies the slave’s port
number, and the same value must be used for the master’s
Destination IP parameter.

Command port

Real COM Mode

TCP Server Mode| <
TCP Client Mode

UDP Mode

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode

Range: 1 to 65535

Default: 966

Description: This specifies the TCP port number for Moxa IP-
Serial Library commands. You do not need to reference this
port number in your application when using the Moxa IP-
Serial Library, since the library automatically obtains the
number from the device server. Change this setting only if
there is a port number conflict with another application or
device.

Destination IP address

Real COM Mode

TCP Server Mode

TCP Client Mode

UDP Mode

Reverse Telnet Mode

Pair Connection Mode| X

RFC2217 Mode

Range: N/A

Default: none

Description: This specifies the IP address for the slave end of a
pair connection.

Destination IP address 1 through 4

Real COM Mode

TCP Server Mode

TCP Client Mode |

UDP Mode|

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode

Range: N/A

Default: none

Description: This specifies the network host(s) that will access
the device. Serial data will be transmitted to every address
listed, and network data will be sent to the device on a first-
in-first-out basis.
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Designated local port 1 through 4

Real COM Mode

TCP Server Mode

TCP Client Mode |

UDP Mode

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode

Range: 1 to 65535

Default: none

Description: This specifies the TCP port number that will be
used for data transmission with the device port.

Local listen port

Real COM Mode

TCP Server Mode

TCP Client Mode

UDP Mode|

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode

Range: 1 to 65535

Default: 4001 for port 1, 4002 for port 2, etc.

Description: This specifies the UDP port number for network
communication to the serial device. Socket applications will
need to refer to the device using this port number.

Connection Control

Real COM Mode
TCP Server Mode

TCP Client Mode |

UDP Mode

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode

Range: Startup/None, Any Character/None, Any
Character/Inactivity Time, DSR On/DSR Off, DSR
On/None, DCD On/DCD Off, DCD On/None

Default: Startup/None

Description: This specifies how connections to the device are
established and closed.For example, “Startup/None” means
that as soon as the device server starts up, the TCP
connection is opened, and the connection can only be closed
manually. “DCD On/DCD Off” means that the TCP
connection is opened when the DCD signal is on, and closed
when the DCD signal is off.

If you want to use the Inactivity Time parameter to close the
connection when the serial device is inactive, you must set
Connection Control to “Any Character/Inactivity time”.
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Map <CR-LF>

Range: CR, LF, or CR-LF

Default: CR-LF

Description: This specifies how CR-LF characters received
from the device will be packed for network transmission.
For certain terminal applications, the Enter key needs to be
translated specifically as a CR character rather than CR-LF.

Real COM Mode
TCP Server Mode
TCP Client Mode

UDP Mode
Reverse Telnet Mode | \
RFC2217 Mode

Pair Connection Mode




-

Using the Web Console

The NPort 5600-8-DT’s web console allows it to be managed from anywhere on the network using
a standard web browser. This chapter explains how to use the web console.

The following topics are covered in this chapter:

DOoo0oDO

Overview

Web Browser Settings
Basic Navigation

Device Server Settings
Special Functions

» Alarm Audio File

» Monitor

» Load Factory Defaults
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Using the Web Console

Overview

The NPort can be configured from anywhere on the network through its web console. Simply point
the browser to the device server’s IP address to open the web console. Network settings, operation

mode, and other items can all be modified through the browser. This is a handy option for
configuration if you cannot or do not wish to install NPort Administrator.

ATTENTION

All device server settings can be accessed using the web console. However, certain functions
such as port monitoring or configuration export are only available through NPort Administrator.

Please refer to Chapter 8 for more details on using NPort Administrator.

Web Browser Settings

In order to use the web console, you will need to have
cookies enabled for your browser. Please note that the
web console uses cookies only for password transmission.
For Internet Explorer, cookies can be enabled by right-
clicking the Internet Explorer icon on your desktop and
selecting Properties from the context menu.

On the Security tab, click “Custom Level...” and enable
these two items:

® Allow cookies that are stored on your computer
o Allow per-session cookies (not stored)

7-2
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ATTENTION

If you are not using Internet Explorer, cookies are usually enabled through a web browser setting
such as “allow cookies that are stored on your computer” or “allow per-session cookies.”

Basic Navigation

To open the web console, enter your device server’s IP address in the website address line. If you
are configuring the NPort for the first time, you will use the default IP address, 192.168.127.254.

If prompted, enter the console password. You will only be prompted for a password if you have
enabled password protection on the device server. The password will be transmitted with MD5
encryption over the Ethernet.

Input password

Passward : I’"“"“"““°"°“°'k

The web console will appear as shown below.

NI\ WWW.moxa.com

(=3 Main Menu Welcome to NPort's web console !
1 Qverview

{1 Basic Settings

Model Name NPort S650-8-DT
&) (et SEidngs MAC address 00:90:E8: 05 65:04
#{ ] serial Settings Serial No. 6504
D) epErEg S Firmware version 1.0 Build 07030116
1 Accessible P Settings System Uptime 0 days, 00h:00m: 085

H{] Auto Warning Settings
M {1 Monitar
1 Change Passward Basic Settings

' Load Factory Default Server name, real time clock, time server IP address, and Web console, Telnet console Enable, Disable
{1 save/Restart function,

NPort's web console provide the following function groups

Network Settings
IP address, netmask, default gateway, static IP or dynamic IP, DNS, SNMP, IP location report,

Serial Settings
Baud rate, start bits, data bits, stop hits, flow control, UART FIFO.

Operating Settings

Operation mode, TCP alive check, inactivity, delimiters, force transmit timeout.

Accessible IP Settings

"accessible IP or accessible IP group”. Disable to accept all IP's connection.

The left panel is the navigation panel, where you select the parameters that you wish to see or
modify. Certain folders can be expanded by clicking the adjacent “+” symbol.

The right panel is the main window, where parameters are displayed and modified. For example, if
you click Basic Settings in the navigation panel, the main window will show a page of basic
settings that you can configure.

After you have made changes on a page, you must click the Submit button in the main window
before jumping to another page. Your changes will be lost if you do not click Submit.

After you have finished modifying the desired pages, you must save and restart the device server
for the new settings to take effect. You may complete this in one step by clicking Save/Restart
after you submit a change. Changes will not take effect until they are saved and the NPort is
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restarted. If you restart the NPort without saving your configuration, all configuration changes will
be lost.

Device Server Settings

Please refer to Chapter 4 for details on the following settings:

® Basic Settings

® Network Settings

® Serial Settings

® Accessible IP Settings
® Auto Warning Settings
® Change Password

For details on Operating Settings, please refer to Chapter 5.

Special Functions

There are several special functions that are available in the web console. These functions are not
available on NPort Administrator.

Alarm Audio File

This setting is available in the web console only. Please refer to Chapter 7 for additional
information. The audio file parameter is used to configure the built-in audio alarm. Select a . WAV
file to use as the audio alarm. This file must be a 16-bit uncompressed 48 kHz .WAYV audio file no
larger than 511 KB.

‘2 Main Menu Audio File Upload
[ overview
~{_1 Basic Settings
{1 network Settings
{1 serial Settings
#{] Operating Settings
~( Accessible 1P Settings
=43 Auto Warning Settings
(1 E-mail and SNMP Trap Slnit

[ T

Installed wave file name: MNia (Mot Installed)
Select audio file {.\WaAY)

(MNote: Audio file format must be 48kHz, stereo or mono, un-compressed 16hits wave file.)
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Monitor

Select one of the Monitor functions in the navigation panel to monitor traffic on the NPort device
server. Refresh your browser to display updated status.

Line
Monitor each device port’s operation mode and connection status (IPx).

MO/

3 Main Menu Monitor Line
1 Overview
{1 Basic Settings Line
{1 Network Settings Port OP Made IP1 P2 1P3 P4
{1 Serial Settings 1 Real COM Mode Listen
B(_] Operating Settings 2 Real COM Mode Listen
1 Accessible IP Settings 3 Real COM Mods Listen
By Auto Warning Settings 4 Real COM Mode Listen
{1 E-mail and SMMP Trap 5 Real COM Mode Listen
{1 Event Type 3 Real COM Mode Listen
L) Alarm Audio File 7 Real COM Maode Listen
EY Manitar 8 Real COM Mode Listen
+ Ung
{1 async
(0 Async-Setting
“1 alarm

Async

Monitor each device port’s serial signal status.

‘2 Main Menu Monitor Async
(0 Overview
“1 Basic Settings Async
(] Hstwork Sattings Paort TuCht ReCnt TuTotalCnt RxTotalChnt DSR CTS DCD
¥ serial Settings 1 0 0 i} 0 COFF OFF OFF
(] Operating Settings 2 0 a 0 ] OFF OFF OFF
{1 Accessible IP Settings 3 0 0 o ] OFF COFF OFF
=Y Auto Warning Settings | 0 0 0 i] OFF OFF OFF
E-mail and SMMP Trap = 0 0 o 0 OFF OFF OFF
Event Type o o 0 o 0 OFF OFF OFF
“ alarm sudio File 7 o d 0 0 OFF OFF OFF
= Manitor £l D o o o oFF oFF oFF
(0 Line
Azyne
Async-Setting
~(0 alarm
I Ry Sy—— "
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Async-Settings

Monitor each device port’s serial run-time settings.

=3 Main Menu Monitor Async-Settings
~( overview
{1 Basic Settings Async-Settings
{1 Netwark Settings Port Baud rate Data bits  |Stop hits  Parity FIFO RTS/CTS |XOMN/®OFF DTR/DSR
(] Serial Settings 1 115200 =] 1 None Enable ON OFF OFF
(] Operating Settings 2 115200 2 1 None Enable QN OFF OFF
[ Accessible IP Settings g 115200 =} 1 None Enable oN QOFF QOFF
3 Auto Warning Settings 4 115200 =] 1 Nohe Enahle oN OFF OFF
“(_1 E-mail and SNMP Trap 5 115200 =} 1 MNone Enable (sl QOFF QOFF
S Evert Type (4] 115200 =} 1 None Enable 0N QOFF QOFF
(3 Alarm Audio Fils I 115200 3 1 Nane Enahle on OFF OFF
=44 Manitor g 115200 =) i Hone Enable QM OFF OFF
1 Lne
L1 Asyne
“1 alarm
— =

Alarm

Monitor the alarm status for certain administrative events. Click “Acknowledge Event” to reset an
alarm that has been activated. You can use this method to turn off the audio alarm if it has been
activated. Please refer to Chapter 4 for information on selecting events for automatic warning.

MO/

(3 Main Menu Monitor Relay Output A
1 overview

{1 Basic Settings
{1 Metwork Settings Ethernetl link down —
H{_] Serial Settings

B Operating Settings
{1 accessible 1P Settings
Ey Auto Warning Settings  |DCD changed (Port2) ===
1 E-mail and SMMP Trap
{1 Event Type

Alarm Status

Ethernetz link down i

DCD changed (Paortl) =

DCD changed (Port3) ===

0 alarm Audio File DCD changed (Port4) -
Ha Manitor DCD changed (Ports) -

; Line

a DCD changed (Paortg) =

(1 Async

{1 Async-Setting DCD changed (Paort?) -

DCD changed (Port8) ===
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Load Factory Defaults

MO
‘3 Main Menu Load Factory Default
L1 overview

This function will reset all MOXa MPort Server settings to their factory default values. Be aware that previous settings

~{ Basic Settings will be lost.

{1 Network Settings

#1_] Serial Settings Subrmit
B{_] Operating Settings

(1 accessible IP Settings
B3 Auto Warning Settings
-3 E-mail and SHMP Trap
{1 Event Type

(0 Alarm Audio Fils

=3 Manitor

(1 Line

1 Async

{1 Async-Setting

(0 Alarm

“[_1 Save/Restart

This will load the NPort’s factory default configuration. All parameters will be reset, and the
current configuration settings will be lost. It is strongly recommended that you first save your
configuration to a file so that it can be restored if necessary. Please refer to Chapter 8 for details on
importing and exporting your configuration in NPort Administrator.
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Using NPort Administrator

The following topics are covered in this chapter:

a
Q
a

Overview

Installing NPort Administrator
Basic Navigation

» Window Layout

» Activating a Function
Configuration

» Finding Your Device Server
» Status

» Device Server Parameters

» Firmware and Configuration Management
Monitor

» Finding Your Device Server
» Monitoring Parameters

» Activating the Monitor

Port Monitor

COM Mapping

» Finding Your Device Server
» COM Mapping Settings

» Saving COM Mapping Settings
IP Address Report

Automatic Message Log
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Overview

The NPort Administration Suite provides everything you need to manage, monitor, and modify
your NPort from a remote location. It includes NPort Administrator and the IP Serial Library.

With NPort Administrator, you can easily install and configure your NPort device server over the
network. You can also run NPort Administrator from one location to manage multiple device
servers.

Installing NPort Administrator

NPort Administrator can be installed from the Document and Software CD onto a Windows PC.
To install NPort Administration Suite, insert the NPort Document & Software CD into your PC’s
CD-ROM drive. Locate and run the setup program and follow the on-screen instructions. The
setup program will be named Npadm_Setup_[Version]_Build_[DateTime].exe (e.g., “Npadm
_Setup_Verl.8 Build_07041316.exe™).

1. When you run the setup program from the Document and Software CD, a Welcome window
will appear. Click Next to proceed.

]inzl Setup - NPort Administration Suite =100 x]

Welcome to the NPort
Administration Suite Setup Wizard

Thiz will inztall MPort ddminiztration Suite Werl.5 on your
computer.

It is recommended that you close all other applications before
continuing.

Click Mest to continwe, or Cancel to exit Setup.

Cancel |
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2. Click Next to accept the proposed installation directory, or click Browse... to select an
alternative location.

]it.E! Setup - NPort Administration Suite

Select Desztination Location
Where should MPort Adminiztration Suite be installed?

J Setup will ingtall MPort Adminigtration Suite into the following folder.

To contifiug, click Next. If you would like to select a ditferent folder, click Browsze.

F:%Frogram Filez\MPortddminS uite Browse. .. |

At least 2.4 ME of free disk space iz required.

< Back I Hewt » I Cancel |

3. Click Next to accept the proposed Start menu folder, or select a different folder.

]it.zl Setup - NPort Administration Suite

Select Start Menu Folder
Where should Setup place the program's shortcuts?

Setup will create the program's shortcuts in the following Start benu folder,

To contifiug, click Next. If you would like to select a ditferent folder, click Browsze.

Browse. .. |

< Back I Hewt » I Cancel
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4. Click Install to proceed with the installation.

]it.zl Setup - NPort Administration Suite

Ready to Install

Setup iz now ready to begin installing NPart Administration Suite on pour computer.

Click Inztall to continue with the installation, or click B ack. if you want to review or
change any zettings.

Destination location: ;l
F:4Program FileghHPorkadminS vike

Start Menu folder:
HPart Adminiztration Suite

. o

< Back

Cancel |

5. The setup wizard will show the progress of the installation.

',inil Setup - NPort Administration Suite

Installing

Pleaze wait while Setup installs MPaort Administration Suite an your computer,

Extracting files...
F:%Program Files\HPartddminSuitehPS enial\E samplesiwehultiPart\R esource. b

|

8-4



NPort 5600-8-DT User’s Manual Using NPort Administrator

6. A special notice will appear. Click Next after reading the notice.

]inzl Setup - NPort Administration Suite

Information
Plzaze read the following important infarmation before continuing.

When you are ready to continiug with Setup, click Mest.

MPort Administration Suite;

| »

1. Comporent List
1. Utilities
2. Real Com Mode Support Package
3. IP Serial Lib Package

2. Utilities

Provides Configure, Monitor, and COM mapping administration utilities for
HPart.

3. Real Com Mode Suppart Package
Provides a misc lib for Real COM management.

e =

7. Click Finish to complete the installation of the NPort Administration Suite.

4. IP Serial Lib Package

]inzl Setup - NPort Administration Suite Y ] 4|

Completing the NPort
Administration Suite Setup Wizard

Setup has finizhed installing NPort Administration Suite on o
computer. The application may be launched by zelacting the
installed icons.,

Click. Finizh to exit Setup.

W iLaurch NPort Administrator

< Back I Finizh I
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Using NPort Administrator

Basic Navigation

Window Layout

NPort Administrator is designed to make it easy to configure, monitor, or manage any NPort 5600-
8-DT on your network. The interface is organized into four areas as follows:

4% Administrator-Configuration

J File  Function Corfiguration Yiew Help

= |

et B

" a8 = e
Exit Search  SearchIP | oooie Conligus

Function

=)

'eh
Configuration - 0 NPort(s)

E-Z NPort No /| Model

| MAC Address |IP Address | Status

€} Configuration
taonitor

Port Moritor

i, COM Mapping
L IP Address Report

4

Message Log - 0 | Monitor Log -0 |

No | Time | D escription

[Now: 2005/8/31 _E4F 11:03:49 [

® The top section is the menu area.

® The left panel is the Function panel. This is where you navigate between different functions.
You may also use the Function menu on the menu bar.

® The right panel is the list of device servers that are available for the selected function. A target
device server must be selected from this list in order to activate specific commands. First right-
click the target unit to bring up a function context menu, then select the desired command from

the menu.

® The bottom section is the log area, which shows a record of status and processing messages.
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Activating a Function

All functions in NPort Administrator are activated by first selecting the function, then selecting the
target device server, and finally selecting the specific command:

1. Select the desired function in the Function panel.

<% Administrator-Monitor - 0] x|
J File Function Monitor  Yiew Help
I £ & [
E =it Add Remove Ga Stap
Function | Monitor - Stopped - O NPort{s)
(=[5 NPor No /[ Model [MACAddess | IPAddess [ iive
0 Configuration
| Part Manitor
m COM Mapping
G IP Address Report
2. Ifyour device server is already listed in the right panel, you may skip to the next step. If the
list of device servers is empty, you will need to “find” your device server. Right-click the
desired function in the function panel to open the function context menu. You will need to add
device servers to the list by selecting a command such as “Search” or “Add Target”.
4 Administrator-Monitor i ] 4
J File Funchon Monitor Wiew Help
i 5 -3 m
Exit Add Remove Go Stap
Function | Monitor - Stopped - 0 NPort(s)
NFart No / | Model | MAC Address | 1P Address | e
o Configuration
F| Add Target |
i ::| Z Remove Target
s Load Configured COM Port
B settinos
3. Once your device server is on the list for the desired function, right-click the target device

server to open the function context menu. Activate the desired command from this context
menu. You may also select the target device server and then open the function context menu

from the menu bar.

<% Administrator-Monitor _ Ol x|
J File  Function Monitor Wiew Help
L = = n
Exit Add Remaowe Go Stop
Function Monitor - Stopped - 1 NPort(s)
NPt Mo/ | Madel | MAC Addiess |IP Address |_live
@ Configuiation i "ot 54 050 EE: TR RE IS Hat

| Port Monitor
m COk Mapping
- |P Address Feport

= Add Target

bx

Remove Target

Load Configured COM Port

lﬁ Settings
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Configuration

Select the Configuration function to configure your NPort, import and export its configuration, or
update its firmware.

Finding Your Device Server

If the list of available servers is empty, find your device server on the network using the Broadcast
Search or Specify by IP Address commands in the function context menu.

Broadcast Search: This searches for all NPort units on the LAN. Since this search is based on
MAC address, rather than IP address, it will be able to find units that are not on the same subnet as
your PC. You may click Stop as soon as your device server is found.

Searching for MPort... « Stop

Found 1 HPort[z]. remain timeout = 5 zecond(s]

Mo | Model | MAC Addiess | IP Address |
1 NP SG10-6-0T  DOEGOSEL03  192166.127.254

Specify by IP Address: This allows you to find your device server manually by entering its IP
address.

Status

The NPort may be password-protected to prevent unauthorized configuration changes. Please refer
to Chapter 4 for additional information on password protection. The status will be shown in the list
of available device servers. There are six possible statuses for device servers on the network.

Fil=  Function Configuration Wiew Help

e n F

Exit Seach SearchIP  Locate Configure  ‘web
Function Configuration - 1 NPort{s)
= Pt Mo ¢ | Model | MAC Address IP Address | Server Name Status
Configuration 1 NPort 5610-8-0T  00:30:ES:0%:61:03  192168.127.254  WPS610-8-DT_5.. Lock
Manitar
Fart Monitar

m COM M apping
S IP Address Report
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Status Description

Lock The unit was located by broadcast search. It is password-protected,
and the correct password has not been provided during this session.

Unlock The unit was located by broadcast search. Password protection has
not been set up for the unit.

(blank) The unit was located by broadcast search. Password protection has
not been set up for the unit.

Fixed The unit was manually located by “Search IP”” and has no password
protection.
Lock Fixed The unit was manually located by “Search IP”. It is password

protected, and the current password has not been provided during
this session.

Unlock Fixed The unit was manually located by “Search IP”. It was password-
protected, but the correct password has been provided for this
session.

If you wish to configure a unit that is Locked or Lock Fixed, you will need to unlock the unit first
as described below:

1. Select the Unlock command in the function context menu for the target device server.

File  Function Configuration “iew Help

£ =
Exit Search Search|P Locate Configure Web

Function Configuration - 1 NPort(s)
=[] WPart Mo / Model MAL Address IP &ddress Server Name Status
R N 1o oo e T 155 177 254 | NPECIOS0T 6
I anitar 2 Broadeast Search
Part Manitar ) Specify by [P Address
m COM Mapping
& IP Addiess Report # Loca
By Configue
o W
ﬂ Upgrade Firmware

2. Enter the password and click OK.

Enter Password

DK X Cancel

3. Ifthe correct password is provided, you will receive an “Unlock ok message.

~ Unlock ak.
1)
[0]:4
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4. The device server’s status will be updated to “Unlock”.
File  Function Configuration  Wiew Help

2 a2 = & g8
Exit Search  Search [P

Function Configuration - 1 NPort{s)
=[] NPort Mo ¢ | Modsl | MAC Address | IP Address | Server Name Statuz
& Corfiguration 1 NPort 5610-8DT  00:90:ES:0%:61:03  192168.127.254  NPEE10-8DT_5.. Unlack

Manitor

EE] Port Monitor

m COM Mapping
@ 1P Address Report

Device Server Parameters

You can configure any NPort 5600-8-DT on the LAN using the Assign IP Address, Configure,
orWeb commands in the function context menu.

Assign IP Address: This allows you to set the target NPort’s IP address quickly, instead of
digging through pages of configuration parameters.

File Function Configuration “iew Help

£ a 3 =)
E =it Search SearchIP Locate Configure  'Web

Function Configuration - 1 NPort{s)
= FPart | Mo/ | todel | MAC Address | IF Address | Server Name | Status
Configuration (1 [ MPort§ q ; MP5E10-8-DT 5.
o Moritar Broadcast Search
B Port Moritor % Specify by IP Addres:
m COM Mapping o
#F: 1P Address Report e Locate
=0 Unlock
B Configme
B Wb
E  Upgrade Finware
= Export Confignration
= Import Configuration
[ hsignlPhddes |
< »

Configure: This opens the target device server’s configuration window.

File  Function Configuration  “iew Help

I 43 =
Exit Search  SearchIP Locate  Configure 'Web

Function Configuration - 1 NPort(s)
= MPart Mo 7 | todel | MaC Address IP &ddress | Server Name | Status
Configuration 1 [ NP E X
W omitar (B Broadcast Bearch
E=| Port Monitor % Specify by IF Address
m COM Mapping
G IP Address Report i Locate
=0 Unlock
[P Confionre
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Parameters are grouped into tabs. Please refer to Chapter 4 for a description of all general settings
for the NPort 5600-8DT. Click a Modify checkbox to enable changes to the associated parameter.
Click OK to implement changes.

BT Accezzible |Ps ] Ak W arning ] |P &ddrezs Report ] Password ]
Modz! Name Mebwork. ] Sefial ] Operating Mode ]
MPort 5ER01-S-DT
MAC Address bodify
00:90.E8.05:65:14 WPEE10-8-DT_56514
Serial Humber b ity
AEA14 .
[GRT+08:00] T aipei -
Firmware Wersion | 5/ 442007 j
Wer1.0 110:31:57 PM :
Syztem Uptine -
0 days, D0h:00m:1 13 Modity
Click the "Modify" check box to modify configuration \/ 0k | x Cancel ‘

ATTENTION

You can configure multiple units simultaneously, as long as the units are the same model.
Simply hold down the Ctrl or Shift key when selecting the target device servers.

Web: This opens the target device server’s web console. Please refer to Chapter 7 for details on
using the web console.

File  Function Configuration  View Help

i 2 2 =
E it Search Search P Locate Configure “Web
Function Configuration - 1 NPort{s)
= MHPart | Mo/ | Model | MAC Address | IP Address | Server Mame | Status
€ Configuration MR 54 [ NPEE10-8-DT B [Unlack |
Monitar 22 Bioadoast Ssarch _
Fort Monitor £y Specify by IP Address
m COM Mapping
G 1P Address Report 5 Locate
Z0 Unlock
B Configure
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Firmware and Configuration Management

You can manage your device servers’ firmware and configuration using the Upgrade Firmware
and Import/Export Configuration commands.

Upgrade Firmware: This allows you to upload new firmware to the target NPort device server.
You can obtain firmware updates for your NPort 5600-8-DT at www.moxa.com.

Fle Function Configuration Yiew Help

]-!_ aO T F} g
Exit Search SearchlP  Locate Configure  Web
Function Configuration - 1 NPort(s)
- NPort ! Model | MaC Address PAddless Servel Neme Status
Configuration G0EB0551.00 | 192168127054 | NPS6108DT 5 | Uriock]
v I o Eroedoost Search i =
B Port Moritor B Specify by IP Address
n;ﬁ COM Mapping
- |P Address Report . Locate
2 Unlock
Fy Configure
8 Web
Upgrade Firmware
s - a~ > at [

Browse for the new firmware file and click OK.

Select File

File: Name: C:hAMPREDODT _Werl.O_Build_070320171.rom

Browsze

o OK | X Cancel |

It will take a few moments for the NPort’s firmware to be updated. Do not disconnect the network,
the NPort, or your PC at any time during the update.

Frocessing. please wait,.. x Cancel

Mo | Madel | MAC Address | IP Address | Status |
1 NPart 56501-6-DT  O0:90ES05E514 1921683415 Transmit- 10%
ATTENTION

You can update the firmware of multiple units simultaneously, as long as the units are the same
model. Simply hold down the Ctrl or Shift key when selecting the target device servers.
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Import/Export Configuration: These commands are used to save or restore the target device
server’s configuration. All configuration settings can be stored on a file to be restored later, from
anywhere on the network.

File Function Configuration “Wiew Help

L £ 2 =

E xit SeTaTch Search IP Lo-c‘;te Configure  ‘Web
Function Configuration - 1 NPort({s)
= NPt No /7 todel MaC sddress Server Mame Statuz
o Configuration NPEE10-8-DT 5., [ Unlock ]
tanitar 22 Broadesst Search
Port Moritor £k Specify by IP Adduess
m CO Mapping
G IP Address Report ZE Locate
=0 Unlack
B Configure
& meb
ﬂ Upgrade Firmware
|= Export Configuration |
T Teanat Canficmeation

Follow the onscreen instructions to save or restore the target unit’s configuration.

ATTENTION

You can import the configuration of multiple units simultaneously, as long as the units are the
same model. Simply hold down the Ctrl or Shift key when selecting the target device servers.

Monitor

You can use NPort Administrator for live monitoring of your NPort over the network. Different
parameters and events may be monitored, and you can receive pop-up warnings for certain events.

Finding Your Device Server

If the list of available servers is empty, find your device server on the network using the Add
Target or Load Configured COM Port commands in the function context menu.

Add Target: This selects NPort device servers on the LAN for monitoring. You may need to click
“Rescan” to search the network again for NPort device servers. Once a device server has been
found, select it in order to add it to the Monitor list. You can also select “Input manually” to enter
a specific IP address and model for monitoring.
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@ Selont Eram Link Fescan | Select &l | Clear Al |
Na | Model | MAC Address | IP Address |
1 NPoit 5610607 00:G0ES:05:61:03  192168.127.254
Input banually

« Ok | 3 Cancel |

Remove Target: This removes a device server from the monitor list.

Load Configured COM Port: If COM ports have been mapped to NPort device servers, this
command automatically adds those device servers to the monitor list.

File  Function Monitor iew Help

i 5 =2 =
Exit Add Remove Go

Function Monitor - Stopped - 1 NPort{s)

=[] MPart (Mo /| Model MaC Addiess | IP Address | Alive

&) Configuration 19

B &2 4dd Target

Port Monitar 2 Remove Targst

m COM Mapping -

XF 1P Address Report | Lo Configured COM Port

B Settings

Monitoring Parameters

The Settings command specifies which items of information will be monitored, how often the
information is refreshed, and how notification of events will occur.

File  Function Monitor Wiew Help
§o2 =
Exit Add Femaove Go
Function Monitor - Stopped - 1 NPort{s
=I-[% NFort Mo /| Model | MAC Address | IP &ddress
0 Configuration 1 | NPgaREls Dl EE
Manitar Add Taxget
Part Monitor 2 Bemove Target
i, COM Mapping — I ]
1P Address Report Load Configured COM Port
B Settings
e
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In the Monitor Items tab, you may select which items of information will be monitored.

MU”'tU'“BmS General Settings ] Advanced Settings ]

De-selected ltems Selected ltems
COM Humber j Model
MAC Addresz
IP Address
ﬂ Alive ﬂ
Server Name

¥

(2] [~]

<L

Load Default

" OK | K Cancel |

In the General Settings tab, you may select the monitoring refresh rate, which is how often the
monitor function will check the status of each NPort on the monitor list. The default is 3 seconds.

Faritor [bems Advanced Settings ]

Fefresh Rate: 3 Second(z)]

Auto zave monitared MPor list.

" 0K | ¥ Cancel |
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In the Advanced Settings tab, you may enable an alarm to warn you if a connection is off-line.
You may choose an audible alarm as well as a pop-up warning message.
Monitolltemsl General Settings  Advanced Settings |
Monitor and Port Monitor Message Box Setting

Dizplay warning meszage for new event,

Play warning music for new event.

F:8wIN=PY Mediahnatify. way Browse »

W 0K | X Cancel |

Activating the Monitor
The Go command activates live monitoring.

File  Function Monitor  Wiew Help

L 2 =

Exit Add  PRemove  Go
Function Monitor - Stopped - 1 NPort({s)
=-[3 NPort No ¢ | Model | MAL Address | IP &ddress | Alive
& Configuration i T g W V= W AR ML A L R Tt

Foritar
Port Manitor

m COM M apping 1'_% Add Target
- IP Address Report
& Remove Target
Load Configured COM Port
B Settings
e |

The monitor list will now be monitored live, as indicate by “Running” in the header.

File  Function Monitor ¥iew Help

WL = = m
E xit Add Remove Stop
Function Monitor - Running - 1 NPort{s}
= NFart MNo ¢ Model MAL Address IP Address Alive

o Configuration

m COM Mapping
$F: P Address Report
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If you configured the monitor function with warnings enabled, a notification will appear if a
monitored device server goes off-line.

et x|

Alert

Mew Maonitor Event ; 1 Ewventfz) Stop Music

Pleaze check Monitor message window for moie information.

4/17/2007 10:45:57 AM NPort 5610-8-DT 192.168.127.254] is lost connection. ﬂ

hd|
A I
i ! LCloze

NPorts that are off-line will be also displayed in red in the monitor list.

& NPort Administrator-Monitor ;lglil

J File  Function Monitor Wiew Help
FL 2 b n
E «it Add  Remove Stop
Function | Monitor - Running - 1 NPort(s)
=3 NPort Mo / | Model | MAC Address | IP Address | live |

0 Canfiguration 1 MPort 5610-8-DT | 00:90:E8:05:61:03  192.168.127.254 | Mot Alive
| Monitar

EE| Fort bMonitor
m COM Mapping
L3 IP Address Repart

If the NPort is able to re-establish the connection, another notification will appear indicating that
the NPort 5600-8-DT is now “Alive”. The monitor list will be updated accordingly.

alert x|
Alert
Mew Monitor Event ; 1 Ewentz) Stap Music
Pleaze check Maonitar message window far moig information,
472007 10:53:05 AM WPort 5610-8-DT [192.168.127.254] iz alive again. ﬂ
il I
j-'|_ Close
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File  Function Monitor  Yiew Help

FL =2 =4 m
Exit Add Remove Stop
Function Monitor - Running - 1 MPort{s)
=[] NPort No  / Madel MAC Address IP Address | Alive | Ser
9 Configuration 1 MWPort 510-20T  0090ES0%:E1:03 1921681272584 Alve HP!

Port b aonitar
m COM Mapping
2@ P Address Report

Select the Stop command to suspend live monitoring.

Port Monitor

The Port Monitor function is identical to the Monitor function, but with many additional items
that can be monitored, as shown below.

General Settings ] Adwvanced Settings ]

De-selected ltems Selected Items
Server Name ﬂ Model ~
Aliag MAC Address
IP &ddress
ﬂ Port ﬂ
OF Mode
Alive
Conn Status
Remate IP
j Senal ﬂ
Line Status
Tu/R# after Conn.
ﬂ Tx/Rx after taon w
Load Default
i | X Cancel |

In addition, each item on the port monitor list will be an individual device port on an NPort device
server. Each device port can be selected or deselected for monitoring.

File  Function Port Monitor  ¥iew Help

o 2 =
E it Add  Remove Gao

Function Port Monitor - Stopped - 8 Port(s)
=4 MPart Mo /| Model | MAC Address | IP Address | Pat | OP Mode | i
€9 Configuration B NPoit 5E10-8DT  DO.S0ESO5E1:03 192168127264 1 Feal COM Mods Mot
Manitor | 2 NPort B610-3DT  OO:90:ER05EL0Z 1921681272584 2 Feal COM Mode  Net
t Monitar 3 MPort 5610-8DT  O0:90:EZ0561:03  192168.127.254 3 Feal COM Mode  Nat
‘% ﬁ?}:’d:{';p:ggpm 4 NPort 5610-3DT  OO90ERO0SEL0G 192168127254 4 Feal COM Made Mot
i 5 NPort B610-5DT  OO90ER05E:0F 192168127254 5 Feal COM Made Mot
g NPt B610-3DT  O0:90:ER05E1:03 1921881272584 6 Feal COM Made Mot
7 NPort 5610-3DT  OO:90:ER05E103 1921881272684 7 Feal COM Made Mot
g NPort B610-3DT  OO:90:ER05E1:03 192168127254 8 Feal COM Mode  Net
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COM Mapping

The NPort Administrator Suite is installed with Real COM drivers that work with Windows 95
and above. These drivers transparently connect a COM port on the PC to a device port on the
NPort device server. This allows a local application to use COMS, for example, to communicate
with a device attached to the NPort. Use the COM Mapping function to define the mapping
assignments.

c ATTENTION
A device port must be operating in Real COM mode in order to be used in COM mapping.

Finding Your Device Server

If the list of available servers is empty, find your device server on the network using the Add
Target command in the function context menu.

J File  Function COM Mapping Wiew Help

no2 =z A ©
Exit Add Remove  APPY  Configus
Function COM Mapping - 0 COM
=3 MPart No /| Model |IF ddress | Pot__ | COMPort | Mode
ﬂ Configuration

[£ Add Target |

& Eemove Target

Enable

You may need to click “Rescan” to search the network again for NPort device servers. Once your
device server has been found, select it in order to add it to the COM mapping list. You can also
select “Input manually” to enter a specific IP address and model.

B iy T — ‘ Select &1 ‘ Clear &1 |
Mo | Madel | MAC Address | IP Address |
1 NPor SE1080T  DDS0EGOSET-03 192168127254

Input b anually

o OK X Cancel
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To remove a device server from the COM mapping list, use the Remove Target command in the
function context menu.

c ATTENTION
You can configure COM mapping even if your device server is off-line (not connected). When
using the Add Target command, simply select the “Input manually” option and enter the IP
address and model. This is a useful option for certain field installations where COM mapping
must be set up before the NPort is physically installed.

COM Mapping Settings

Each item on the COM mapping list refers to an individual device port on an NPort device server.
To map a COM port to a listed device port, right-click the target device port and select COM
Settings in the function context menu.

Eile  Function COM Mapping Yiew Help

n = a
E it Add Remove  Apply  Configure
Function COM Mapping - 8 COM
=34 NPart Mo ¢ | Model | IP address | Pat | COMPot | Mode
€ Configuration 1 MPort 5610-8-DT 192168127254 1 COMS Hi-Performance,
fanitar (2 | NPort5 5 w' | COME Hi-Performance,
B Part Moritor 3 NPort 58 22, Add Target 3 COM7 Hi-Performance,
COM Manni 4 HPort 56 4 COomMz Hi-Perfarmance,
% P Aoy ggpm 5 NPort5f = Remeve Tarest b COMa Hi-Performance.
" & MPort BE Enable s COM10 Hi-Performance,
7 MPort 5E —. i CO11 Hi-Performance,
] MPart 5 Disable 3 COM12 Hi-Performance,
B COM Settings

ATTENTION

You can map multiple COM ports in one step by holding down the Ctrl or Shift key when
selecting the target device ports.
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In the Basic Settings tab, the COM Number parameter selects the COM port that will be mapped
to the device port. The drop-down list shows available COM ports with status.

Part Mumber: 1 Port[z] Selected. 1zt part iz Port 2 Fart Murmber: 1 Poit(=] Selected. 1zt port iz Port 2

Basic Settings | Advanced Setlingsl Serial Pararneters Basic Settings | Advanced Settings] Serial Parameters

COM Number 0 Nurnter COME [zurrent] [assigned]

COME [cunent] [azzigred
Il ediFs
COMT [azsigned]

COME [azsigned]

CORA [azsigred]

COM10 [azzigned)

COr11 [azzigrned)

COR12 [azzigned)

COM13 b

VO | X Cancel | VOK | X Cancel |

Status Description

in use Already being used by system or already mapped to an NPort device
port

assigned Assigned to an NPort device port but changes have not been applied
yet

current Assigned to currently selected device port, changes have not been
applied yet

The “Auto Enumerating” parameter can be used when mapping multiple device ports at the same
time. When the parameter is checked, this option automatically assigns available COM numbers
sequentially. If not checked, you will need to configure COM mapping for each device port
separately.

8-21




NPort 5600-8-DT User’s Manual Using NPort Administrator

In the Advanced Settings tab, you may configure how serial data is transmitted from the PC to the
NPort device port.

Part Murnber; 1 Port[z] Selected. 13t port iz Port 2

Basic Setiings  Advanced Settings | Serial Palametets]

T Mode Hi-Perfarmance -
FIFD Enable -
Metwark Timeout 5000 [500-20000 ms)

Fast Fluzh [Only Flush Local Buffer)

o 0K ‘ XK Cancel |

Tx Mode

Hi-Performance is the default for Tx mode. After the driver sends data to the NPort, the driver
immediately issues a “Tx Empty” response to the program. Under Classical mode, the driver will
not send the “Tx Empty” response until after confirmation is received from the NPort. This
causes lower throughput. Classical mode is recommended if you want to ensure that all data is
sent out before further processing.

FIFO

When “FIFO” is disabled, the selected device port will send one byte each time the Tx FIFO
becomes empty, and an Rx interrupt will be generated for each incoming byte. This will cause a
faster response time but lower throughput.

Network Timeout

“Network Timeout” specifies how long the driver will wait for the attached serial device to
respond to an open, close or serial parameter change operation. If a response is received by the
specified time, the operation will time out. The default value is 5000 milliseconds.

Fast Flush

“Fast Flush” is designed to improve response times for applications that use the Win32
PurgeCommy() function. When Fast Flush is enabled, the Real COM driver only flushes the local
buffer on the host when it receives the PurgeComm() function call. When disabled, applications
that use PurgeComm() may perform markedly slower, because the Real COM driver will need to
also flush the remote buffer, which requires repeated queries of the NPort to make sure no data is
queued in the remote buffer. The repeated queries can cause a performance hit due to the
additional time spent communicating over the network, typically about several hundred
milliseconds when compared to COM ports. If your application uses PurgeComm() and
performance seems sluggish, try enabling Fast Flush.
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In the Serial Parameters tab, the COM port’s serial communication parameters are defined.

Port Mumber:

Basic Settings | Advanced Sett

Baud Rate

Parity Mohe
Data Bits g
Stop Bits 1
Flaw Contral Mo

[] &pply &l Selected Ports

1 Port[z] Selected. 1zt port iz Port 1

ings

Serial Parameters

s ok |

3 Cancel ‘

Saving COM Mapping Settings

After mapping COM ports to NPort device ports, you will need to save the COM mapping settings
to the Real COM driver. Use the Apply Change command in the function context menu to save
the mapping settings; use the Discard Change command to delete the changes. Once COM
mapping has been applied, the Real COM driver will transparently connect the designated COM
port to the device port. NPort Administrator is not needed for Real COM operation. COM
mapping will be effective whether or not NPort Administrator is open.

Eile Function COM Mapping Yiew Help

i =
E «it Add Remove  Apply  Configure
Function COM Mapping - 8 ¢
=-[34 NPart No ¢/ | Model | IP ddress | Pat | COM Part
9 Configuration 1 MPort 5610-8-0T 1921681272584 1 Caks
I onitor 2 MPort 5610-8-DT 1321687127254 2 COME
Part Monitar a NPort BE10-20T  1921E8.127.254 1 COM7?
0, COM Mapping | & MPartBE10-60T  192168.127.254 4 COME
% IP fddress Report | i 3 27254 |5 BilE]
[ MPort & o Add Target [ COr10
v MHPart & == = 7 Cami
] MPort & Z  Remove Target ] Comi2
Enable
Dimble
@ COM Bettings
& Aoy Changs |
Diiscard Change

8-23




NPort 5600-8-DT User’s Manual

Using NPort Administrator

You can also save COM mapping settings to a text file, which can then be used to duplicate the
COM mapping on another host. Use the Export COM Mapping command in the function context

menu to save the current COM mapping settings. Use

the Import COM Mapping command to

load COM mapping settings from a previously saved file.

File  Function COM Mapping Yiew Help

L = =
E xit Add Remove  Apply  Configure
Function COM Mapping - 8 COM
=-|Z8 MFart Mo /| Model | 1P &ddress | Pot [ coMPot | m
o Configuration 1 MPort BE10-8-DT 192168127254 1 COMS Hi
M aritar 2 MPort BE10-8-DT 192168127254 2 COME Hi
Part Manitar 3 MPort BE10-8-DT 192168127254 3 COM7 Hi
0 COMMapping | 4 NPoit5610-80T  192163.127.254 4 COMS Hi
% IP Address Repot 5 MPot BE10-8-DT 192168127254 & COM3 Hi
7 MPol #2  Add Target 7 COM1 Hi
8 NP 8 COM12 Hi
o 2 Remove Target !
Enable
Diisable
B COM Settings
Apply Change
e Discard Change
S - :
Export COM Mapping
Meszage Log -3 ] Monitar Log - D] |: |

Import COM Mapping

| Tirne

| Mo | Deseip
= e A

14 1d i am

IP Address Report

The IP Address Report function receives automatic IP reports from appropriately configured
NPort device servers. Use the Settings command in the function context menu to designate the
UDP port number that the NPort will use when sending IP address reports. This must correspond

with the network settings on the NPort device server.

w4 Administrator-IP Address Report - |EI|5|
J File Function [P Address Repart Wiew Help
L
Exit Settings Go Stap
Function | IP Address Report - Stopped - Port:4002 - 0
MHPart Mo 7 | tiodel | MAC Addresz | IF Address | Count | Previous Time
Configuration
Fonitor
Bl Part Monitor
iy COM Mapping B! cettings
G |P Address Repart =
Go
1P Location Settings x|
Local TCP Listen Paort 4002
¢ (] 4 | 3 Cancel |
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On the NPort device server, the Auto report to IP parameter must be set to the IP address of the

PC that is running NPort Administrator.

3 Min Menu

) Overvaw

') Bask Settings

'l Network Settings
B Senal Settmgs
#J Operating Settangn.

() Accessibla 1P Settings
#_1 Auto Waming Settings
*_| Monitor

HNetwork Settings

P address
Hetmask
Cabeway

1P configuration

DNS servar 1

192163027258

653552550

I Change Password Skttt
1 Load Factory Default SNMP Satting
1 Save/Restart SHMP & Enable () Disable

Commurity name pbie

Contact

Locabion

1P hddress report

Auto IFPIII to 1P

Auto report to UDP port 40

Austo report penod 1% seconds

Subeat i

Select Go from the function context menu to begin monitoring for IP address reports. The IP
Address Report window will begin displaying IP reports as they are received. Select Stop from the
context menu to suspend monitoring, and Clear to clear the current display of reports.

+4% NPort Administrator-IP Address Report - |EI|5|
J File Function P Address Report Wiew Help
L ) n
Exit Stop
Function | IP Address Report - Running - Port:4002 - 1
E@ MPaort Mo / | todel | MALC Address | IP Addresz | Count | Previouz Time
- Configuration 1 HPort B610-80T  00:90:E&05E1:03  192168.21.11 1 12:00:00 AM
K oritar
Port b aritar
m COM Mapping
73 P /.cldres: Feport

Please refer to Chapter 4 for information on configuring the NPort to send automatic IP reports.
Please refer to Appendix C for information on the IP report protocol.

Automatic Message Log

When NPort Administrator is closed, all activity in that session is saved in a log file in the
installation directory. Log files are generated in sequence, starting with file message_0.log. After
file message_9.log, the next log file will start over again at file message_0.log.
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The following topics are covered in this chapter:

4 Overview
O Installing NPort CE Driver Manager
U Using NPort CE Driver Manager
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Overview

NPort CE Driver Manager is designed for use with NPort 5000 serial ports that are set to Real
COM mode. The software manages the installation of drivers that allow you to map unused COM
ports on your PC to serial ports on the NPort 5000. These drivers are designed for use with
Windows CE 5.0/6.0. When the drivers are installed and configured, devices that are attached to
serial ports on the NPort 5000 will be treated as if they were attached to your PC’s own COM
ports.

Installing NPort CE Driver Manager
1. Copy “NPortCab.cab” to Windows CE and start to install driver by double clicking on it.

2. Click on “OK” to complete the installation when the following screen appears.

Install Default Company Name NP... E;E; El

4] \Program Files
ECDmmand Prompt

Mame: [MPortCab Type: EI

3. Driver installation is now complete and the “NPortCab.cab” icon disappear from the screen.
This is normal when installing drivers in Windows CE.

Using NPort CE Driver Manager

After you install NPort CE Driver Manager, you can set up the NPort’s serial ports as remote
COM ports for your Windows CE. Make sure that the serial port(s) on your NPort are set to Real
COM mode when mapping COM ports with NPort CE Driver Manager.
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1. Go to Start > Programs - NPort CE Driver Manager.

COM Setting | CoM Mapping | About |

NPort CE Driver Manager m

com | 1P addr | patajcmd | | Delete Al |
Settings

T Madk | x| save |

FIFO | -]

0 COM portds) was Found,

2. Click on the COM Mapping page and then the “Search” button to scan for NPort servers.

COM Setting | COM Mapping | About

MPort CE Driver Manager m

| Madel | 1P Addr | parts | | Search |
MPark 5110 192,168,127.254 1
Maodify IP
Search
Port Index Completed,
Add
Select the port index
af MPark that wau
waankt to add.
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3.

All NPort servers that were located will appear in the NPort CE Driver Manager window.

Click on the server whose COM ports you would like to map to and then select the port index.

Note that multiple selections are allowed.

4. Select the port(s) at the Port Index and then click on the “Add” button to map to the COM

Port(s).

COM Setting | COM Mapping | About

MPort CE Driver Manager m

| Maodel I IP Addr I Ports I

| Search |

MPart 5110 192,168.127.254 1

Port Index

Search

Porkl (950/966)

Select the port index
af MPark that wau
waankt to add.

Zompleted.

MPork 5110 (192,168, 127,254 ) is selected.

Return to the COM Setting page. You should

be able to see the newly mapped COM Port(s).

COM Setting | COM Mapping | about |

MPort CE Driver Manager m

‘com | 1P addr | patajcmd | | Deter= Al |
COMZ | 192.168.127.254 | 950/966
Setkings

Tx Mode | x| save |

FIFO | -]

1 COM port(s) was Found,
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6. To configure the settings for a particular COM Port, select the row of the desired port, and
then modify the setting in the “Settings” panel, as shown below.

NPort CE Driver Manager m

COM Setting | CoM Mapping | About |

com | IP Addr | patajcmd | | Delete Al |

oMz 192,168,127, 254 050} 66

Settings

Tx Mode
FIFo  |Enable EI

COMZ is selected,

Tx Mode

“Hi-Performance” is the default for Tx mode. After the driver sends data to the NPort server, the
driver immediately issues a “Tx Empty” response to the program. Under “Classical mode,” the
driver will not send the “Tx Empty” response until after confirmation is received from the NPort
server’s serial port. This causes lower throughput. Classical mode is recommended if you want to
ensure that all data is sent out before further processing.

FIFO

If FIFO is disabled, the NPort server will transmit one byte each time the Tx FIFO becomes empty,
and an Rx interrupt will be generated for each incoming byte. This will result in a faster response
and lower throughput.
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Other Configuration Interfaces

The following topics are covered in this chapter:

4d Overview
Q LCM Console

» Main Menu->Server setting
Main Menu->Network setting
Main Menu-> Serial set
Main Menu—>Op Mode set
Main Menu—>Console
Main Menu—> Alarm
Main Menu—>LCM passwd prot
Main Menu->Reset btn prot
Main Menu—>Ping

» Main Menu—>Save/Restart
O Telnet Console
O Serial Console
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Overview

Typically, you will use either NPort Administrator or the web console to configure the NPort
5600-8-DT. These are not the only options for configuration. For basic onsite configuration, you
can use the LCM console built into the device server, without requiring a connection to the
network or a laptop. You may also connect to the serial console over the serial console port, or to
the Telnet console over one of the Ethernet ports.

LCM Console

The LCM console refers to the LCD control panel on the top panel of the NPort 5600-8-DT. The
LCM console can be used to view and modify basic settings, such as IP address. The MENU
button activates the main menu. It is also used to cancel a selection and return to a previous menu.
The UP and DOWN buttons navigate between available options. The SEL button selects an
option or enters a submenu.

Main Menu->Server setting

Under Server setting, you can view basic information about your device server. The following
fields are displayed:

® Serial number
® Server name
® Firmware ver

® Model name

Main Menu->Network setting

Under Network setting, you can view the device server’s network settings and modify certain
parameters such as IP address. The following fields are displayed:

o FEthernetl statu
o FEthernet2 statu
® MAC address
® [P config

® [P address

® Netmask

Main Menu-> Serial set

Under Serial set, you can view each device port’s serial communication settings and modify
certain parameters such as baud rate. Settings are displayed and modified on a port-by-port basis.
You will first select the port that you wish to modify or view. The following fields are displayed:

® Baud rate
® Data bit
e Stop bit
® Parity

Flow control
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Tx/Rx fifo
® Interface
Tx/Rx bytes

® Line status

Main Menu—->Op Mode set

Under Op Mode set, you can view or modify each device port’s operation mode. You will first
select the port that you wish to modify or view. Note that you can only select the operation mode.
You will not be able to view or modify the advanced operation mode settings through the LCM
console.

Main Menu—->Console

Under Console, you can enable or disable the web and Telnet consoles. The following fields are
displayed:

® Web console

® Telnet console

Main Menu->Alarm

Under Alarm, you can adjust the settings for the WAV file that is used for the audio alarm. The
following fields are displayed:

e Volume
e Audition

® Del User Audio

Use Volume to adjust the volume of the audio alarm. Use Audition to test the audio alarm. Use
Del User Audio to delete the WAV file. Note that deleting the WAV file will disable the audio
alarm.

Main Menu—->LCM passwd prot

LCM passwd prot refers to password protection for the LCM. If password protection is enabled,
users will be required to enter the password in order to use the LCM console.

Main Menu->Reset btn prot

Reset btn prot refers to reset button protection. If reset button protection is enabled, you will only
be able to use the reset button in the first 60 seconds after powering on the NPort. After 60 seconds,
the reset button will be disabled.

Main Menu->Ping

You can use the built-in Ping function to verify network operation. Enter the IP address that you
wish to ping and check the LCD screen for the response.
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Main Menu-> Save/Restart

If any configuration changes are made through the LCM, you will need to Save/Restart for the
changes to take effect.

Telnet Console

You can use Telnet to open a terminal session with the NPort 5600-8-DT over one of the Ethernet
ports. Simply Telnet to your device server’s IP address. You will be presented with a text menu
displaying the NPort 5600-8-DT general settings, which you will be able to view and modify.
Please refer to Chapter 4 for a description of the available settings.

If you are unable to connect to the Telnet console, it may be because it has been disabled through
the LCM console.

Serial Console

You can connect to the serial console port to open the serial console. Connect to the console port
with a serial-based terminal or terminal emulator program, such as Windows HyperTerminal. You
may also download PComm Lite at www.moxa.com. The terminal type should be set as ANSI or
VT100, and the serial communication parameters should be set as 19200, 8, N, 1 (19200 for baud
rate, 8 for data bits, None for parity, and 1 for stop bits). As soon as the connection is open, you
will be presented with a text menu displaying the NPort 5600-8-DT general settings. Please refer
to Chapter 4 for a description of the available settings.
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TTY Drivers for Linux and UNIX

The following topics are covered in this chapter:

O Linux Real TTY Drivers
> Basic Steps
Installing Linux Real TTY Driver Files
Mapping TTY Ports
Removing Mapped TTY Ports
» Removing Linux Driver Files
O UNIX Fixed TTY Drivers
» Installing the UNIX Driver
» Configuring the UNIX Driver
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Linux Real TTY Drivers

Real TTY driver are provided that will map Linux host TTY ports to NPort device ports. Once the
mapping has been set up, Linux users and applications can connect to a device port as if it were a
local TTY port. These drivers have been designed and tested for the majority of Linux
distributions, including Linux kernel version 2.4.x and 2.6.x. Please check Moxa’s website
(http://www.moxa.com) for the latest Linux kernel support.

Basic Steps

Follow these instructions to map a TTY port to a device port:

1. Install the NPort device server and set the target device port to Real COM mode.
2. Install the Real TTY driver files on the Linux host.

3. Map the host’s TTY port to the target device port on the NPort.

Installing Linux Real TTY Driver Files

Before proceeding with the software installation, make sure you have completed the NPort device
server has been installed and configured correctly. Note that the default IP address for the NPort is
192.168.127.254.

c ATTENTION
The target device port must be operating in Real COM mode in order to map TTY ports.

1. Obtain the driver file from the Document and Software CD, or from the Moxa website at
http://www.moxa.com.

2. Login to the console as a super user (root).

Execute cd / to go to the root directory.

Copy the driver file npreal2xx.tgz to the / directory.

Execute tar xvfz npreal2xx.tgz to extract all files into the system.
Execute /tmp/moxa/mxinst.

For RedHat AS/ES/WS and Fedora Corel, append an extra argument as follows:
# tmp/moxa/mxinst SP1
The shell script will install the driver files automatically.

After installing the driver, you will be able to see several files in the /usr/lib/npreal2/driver folder:

> mxaddsvr (Add Server, mapping tty port)

> mxdelsvr (Delete Server, un-mapping tty port)
> mxloadsvr (Reload Server)

> mxmknod (Create device node/tty port)

> mxrmnod (Remove device node/tty port)

> mxuninst (Remove tty port and driver files)

At this point, you may map the TTY port to the NPort serial port.
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Mapping TTY Ports

Make sure that you set the operation mode of the desired NPort serial port to Real COM mode.
After logging in as a super user, enter the directory /usr/lib/npreal2/driver and then execute
mxaddsvr to map the target NPort serial port to the host TTY ports. The syntax of mxaddsvr is as
follows:

mxaddsvr [NPort IP Address] [Total Ports] ([Data port] [Cmd port])

The mxaddsvr command performs the following actions:

1. Modify npreal2d.cf.

2. Create TTY ports in directory /dev with major and minor number configured in npreal2d.cf.

3. Restart the driver.

Mapping TTY ports automatically

To map TTY ports automatically, you may execute mxaddsvr with just the IP address and number
of ports, as in the following example:

# cd /usr/lib/npreal2/driver
# /mxaddsvr 192.168.3.4 16

In this example, 16 TTY ports will be added, all with IP 192.168.3.4, with data ports from 950 to
965 and command ports from 966 to 981.

Mapping TTY ports manually

To map TTY ports manually, you may execute mxaddsvr and manually specify the data and
command ports, as in the following example:

# cd /usr/lib/npreal2/driver
# /mxaddsvr 192.168.3.4 16 4001 966

In this example, 16 TTY ports will be added, all with IP 192.168.3.4, with data ports from 4001 to
4016 and command ports from 966 to 981.

Removing Mapped TTY Ports

After logging in as root, enter the directory /usr/lib/npreal2/driver and then execute mxdelsvr to
delete a server. The syntax of mxdelsvr is:

mxdelsvr [IP Address]
Example:

# cd /usr/lib/npreal2/driver
# Jmxdelsvr 192.168.3.4

The following actions are performed when executing mxdelsvr:
1. Modify npreal2d.cf.

2. Remove the relevant TTY ports in directory /dev.

3. Restart the driver.

If the IP address is not provided in the command line, the program will list the installed servers
and total ports on the screen. You will need to choose a server from the list for deletion.
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Removing Linux Driver Files

A utility is included that will remove all driver files, mapped TTY ports, and unload the driver.
Enter the directory /usr/lib/npreal2/driver, then execute mxuninst to uninstall the driver. This
program will perform the following actions:

1.
2.
3.
4.

Unload the driver.

Delete all files and directories in /ust/lib/npreal2.

Delete directory /usr/lib/npreal2.
Modify the system initializing script file.

UNIX Fixed TTY Drivers

A fixed TTY driver is provided that will map UNIX host TTY ports to NPort device ports. Once
the mapping has been set up, UNIX users and applications can connect to a device port as if it
were a local TTY port. This driver has been designed and tested for the majority of UNIX systems.
Please check Moxa’s website (http://www.moxa.com) for the latest UNIX systems support.

Installing the UNIX Driver

1.

Log in to UNIX and create a directory for the Moxa TTY. To create a directory named

lusrl/etc, execute the command:

# mkdir —p /usr/etc

Copy moxattyd.tar to the directory you created. For the /usr/etc directory, you would execute

the following commands:

# cp moxattyd.tar /usr/etc
# cd /usr/etc

Extract the source files from the tar file by executing the command:

# tar xvf moxattyd.tar
The following files will be extracted:

README.TXT

moxattyd.c --- source code

moxattyd.cf --- an empty configuration file
Makefile --- makefile

VERSION.TXT --- fixed tty driver version
FAQ.TXT

Compile and link.

For SCO UNIX:
# make sco

For UnixWare 7:
# make svrb

For UnixWare 2.1.x, SVR4.2:
# make svr42
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Configuring the UNIX Driver

Modify the configuration:
The configuration used by moxattyd is defined in the text file moxattyd.cf, which is in the same
directory. You may use vi or any text editor to modify the file, as follows:

ttypl 192.168.1.1 950

You can refer to moxattyd.cf for detailed descriptions of the various configuration parameters.
Please note that “Device Name” depends on the OS. See the Device Naming Rule section in
README.TXT for more information.

To start the moxattyd daemon after system bootup, add an entry into /etc/inittab using the TTY
name you defined in moxattyd.cf, as in the following example:

ts:2:respawn:/usr/etc/moxattyd/moxattyd —t 1
Device naming rule

For UnixWare 7, UnixWare 2.1.x, and SVR4.2, use:
pts/[n]

For all other UNIX operating systems, use:

ttyp[n]

The value of [n] should be equal or larger than 11 in order to prevent conflicts with the device
names of functional keys in some UNIX systems.

Starting moxattyd
Execute the command init q or reboot your UNIX operating system.

Adding an additional server

Modify the text file moxattyd.cf to add an additional server. User may use vi or any text editor to
modify the file. For more configuration information, refer to moxattyd.cf, which contains detailed
descriptions of the various configuration parameters.

Find the process ID (PID) of the moxattyd.
# ps -ef | grep moxattyd
Update the configuration of moxattyd.

# Kkill -USR1 [PID]
(e.g., if moxattyd PID = 404, kill -USR1 404)

This completes the process of adding an additional server.
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The IP Serial Library

The following topics are covered in this chapter:

4d Overview
O 1P Serial Library Function Groups
O Example Program
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Overview

What is the IP Serial Library?

The IP Serial Library is a Windows library with frequently used serial command sets and
subroutines. It is designed to reduce the complexity and improve the efficiency of serial
communication over TCP/IP. For example, Telnet can transfer data but cannot monitor or
configure the serial line’s parameters.

Why use the IP Serial Library?

For programmers who are familiar with serial communication, the IP Serial Library provides well-
designed function calls in the style of Moxa’s PComm Library. It is simple and easy for
programmers to understand. You can include the library in your Visual Basic, C, or Delphi
programming environment and easily develop your own TCP/IP application with the ability to
control serial communication parameters.

With the Real COM driver, two TCP ports are required for communication between the NPort and
the host computer. The IP Serial Library requires one command port to communicate with the
NPort. Serial communication can be controlled with just one TCP port (e.g., RFC 2217). The IP
Serial Library not only runs with excellent efficiency but also runs without any decode or encode
problems.

How do | install the IP Serial Library?

The IP Serial Library comes with the NPort Administration Suite. Please refer to the IP Serial
directory for details about the available functions.

&Y ~PortadminSuite

J File Edit ‘iew Favorites Tools  Help
| 4Back - =& - ]| Qigearch |@]FOIders HAstory |05 8 X o | B
JAddress I'J MPaortAdminSuite

Folders X o | | Mame / | Size | Type | Modified [
{2t} Deskion "13 L Gag FEPIE— ;
- My Drocuments i @ﬂ File Folder 4{28{2003 4:01 PM >
Eﬂ My Pictures NPortAdminSuite ) Eil= Ealder E.S

-4 My Computer readme LKE Text Documenk 4{1/2003 11:26 AM
- = Local Disk () YERSION @ unins000 11KB DATFile 4/28/2003 4:01 PM
B-& TEST (D) Text Docurnent . uninsoon 85K Application 1/8/2003 12:00 AM
[#-L_] Documents and Settings ModFied: 3/17/2003 3:23 AM 2] verston LKE  Text Document 3172003 3:23 AM

{1 Office20005R-1
1 personal Data Size: 110 bytes
] Program Files

] Accessoties

1 Comman Flles

i 1 ComPlus Applications

¢ (] Internet Explorer
E{:I microsoft Frontpage

H {7 Microsoft Office

j Micrasaft Yisual Studio

Attribukes: {normal)

{1 Metmesting
TPorEAdinGLite
{1 Outlook Express
{7 windows Media Player
=] Windows HT

- WINKT
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IP Serial Library Function Groups

Server Control | Port Control Input/Output Port Status Miscellaneous
Data Inquiry

nsio_init nsio_open nsio_read nsio_lstatus nsio_break
nsio_end nsio_close nsio_SetReadTi |nsio data status |nsio break on
nsio_resetserver | nsio_ioctl meouts nsio_break off
nsio_checkalive | nsio_flowctrl nsio_write nsio_breakcount

nsio DTR nsio_SetWriteTi

nsio RTS meouts

nsio_lctrl

nsio_baud

nsio_resetport

Example Program

char nportip==192.168.1.10”; /*data buffer, 255 chars */

char buffer[255]; /*1st port */

int port = 1; int portid; nsio_init(); /* port handle */

portid = nsio_open(nportip, port); /*initial IP Serial Library */
nsio_ioctl(portid, B9600, (BIT 8 | STOP 1 | /*1st port, nport [P=192.168.1.10 */
P NONE) ); /*set 9600, N81 */

sleep(1000); /* wait for 1000 ms for data */
nsio_read(port, buffer, 200); nsio_close(portid); /* read 200 bytes from port 1 */
nsio_end(); /* close this serial port */

/* close IP Serial Library */
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Troubleshooting

In this chapter, we describe a straightforward procedure that can be used to troubleshoot problems
you encounter when operating your NPort. We recommend that you follow these step by step
instructions first before contacting Moxa’s technical support team.

Connection Problems

Step 1: Does the Ethernet LED light up?
If not, try the following:

® Use a straight-through Ethernet cable to connect the unit to the network.
® Use an Ethernet cable that is less than 100 meters long.
® Make sure there is no defect with your hub or switch’s Ethernet port.

Step 2: Does your hub, switch, or NIC’s “Link” LED light up?
If not, try the following:

® Use a straight-through Ethernet cable to connect the unit to the network.
e Make sure the NIC (if applicable) is installed correctly.

® Use an Ethernet cable that is less than 100 meters long.

® Make sure there is no defect with your hub or switch’s Ethernet port.

Step 3: Can you ping the device server from your host?
If not, try the following:

® Make sure that there are no problems with IP configuration.

® [f arouter is not used, make sure that the device server and the host must be on the same
network subnet if a router is not used.

® [farouter is used, make sure that gateway and routing settings are correct. Use “tracert” to
follow up. Make sure that the routers don’t filter PING (ICMP) or port numbers. Refer to Moxa
FAQ #441 for the proper TCP/UDP ports.

Step 4: Is the correct operation mode being used?
If not, try the following:

® Select the proper operation mode for the device port in the web console or in NPort
Administrator. Remember, each device port is set to Real COM mode by default.

® Save changes and restart the device server to activate new settings.
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Operation Mode Problems

Real COM Mode

Step 1: Are you able to install the drivers successfully?
If not, try the following:

® For NAT environments, use NAT port mapping.
® Verify that ping response time is less than 1000 ms.
® Go over the installation procedures again in the user’s manual.

Step 2: Are you able to open the device port on the NPort?
If not, try the following:

e [fthe device server is across a router or firewall, try opening TCP ports between 950 and 965
and between 966 and 981.

® Verify that access rights are correctly defined in the Accessible IP Table.

® Check for DHCP issues by having the DHCP server assign a fixed IP to the NPort.

® See if the selected TCP port is occupied by checking connection status.

® Make sure there are no COM port conflicts and no one else is using the same COM number.
® Apply and save any configuration changes.

Step 3: Are the advanced functions configured correctly?
Try the following measures:

® Disable the FIFO if the attached device experiences significant data loss.
® [f confirmation of device response is critical, set Tx mode to “Classical mode”.
® [f performance is sluggish, enable Fast Flush.

TCP Server Mode

Is the remote TCP client program able to connect to the NPort properly?
If not, try the following:

® Verify that the TCP listen port matches your TCP client program.

® Check for DHCP issues by having the DHCP server assign a fixed IP to the NPort.
® Check that Accessible IP settings are blank or include the host’s IP address.

® See if the selected TCP port is occupied by checking connection status.

TCP Client Mode

Is the NPort connecting to the remote TCP server program properly?
If not, try the following:

® Verify that the TCP destination port matches your TCP server program.
® Check for DHCP issues by having the DHCP server assign a fixed IP to the NPort.
® Verify that the NPort’s Destination IP matches your host’s IP address.
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UDP Mode

Is the remote UDP program properly receiving and transmitting data?

If not, try the following:

Clean up network traffic if possible to prevent data loss.

Make sure your AP is configured with a resending mechanism when data is lost.
Switch to TCP Server/Client mode

Verify that the designated UDP port matches your application.

Check for DHCP issues by having the DHCP server assign a fixed IP to the NPort.
Open the specific UDP port to check for router filtering issues.

Serial Data Problems

Try the following measures:

Make sure there are no cable wiring issues. 3 or 8-wire cabling should be used for RS-232,
point-to-point 4-wire cabling for RS-422, and daisy-chain 2 or 4-wire cabling for RS-485.

Verify that all serial communication settings correspond with the attached device.

Make sure there are no cable length issues. At 9600 bps, RS-232 cables should be no longer
than 15 m, RS-422 cables no longer than 1.2 km, and RS-485 cables no longer than 1.2 km.

Check for RS-422 or RS-485 driving issues, such as terminator problems or pull
high/low settings.

Check flow control settings. If you are using RTS/CTS flow control, you must have
appropriate RTS and CTS wiring.
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Cable Wiring

In this appendix, we cover the following topics.

RS-232 Cables

RS-422, 4-wire RS-485 Cables
2-wire RS-485 Cables

DB9 and DB25 Connectors

O0o0Oo
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Cable Wiring

RS-232 Cables

RS-422,

2-wire RS-485 Cables

==
Co—

NPort

RJ45 DBO(F) |

DSR 1
RTS
GND
TxD
RxD
DCD
CTS
DTR

0 N N L B W N

6

7
5
3
2
1
8
4

4-wire RS-485 Cables

DBY(F)

El~

NPort _
RJ45

TxD+ 2 2
GND 3 5
TxD- 4 1
RxD+ 5 3
RxD- 6 4

DBY(F)

Sl
NPort
_
RJ45
GND 3 5
Data+ 5 3
Data- 6 4

| -

| >

DB9(M) DB25(M)
4 6
8 4
5 7
2 2
3 3
1 8
7 5
6 20
DB9(M) DB25(M)
3 3
5 7
1 8
2 2
6 20
=
DB9(M) DB25(M)
5 7
2 2
6 20
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DB25(F)
20

AN B O N WO W

DB25(F)
2

7
8
3
6

DB25(F)
7
3
6

Serial Device

DTR
CTS
GND

TxD
DCD
RTS
DSR

Serial Device

RxD+
GND

TxD+
TxD-

Serial Device

GND
Data+
Data-
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DB9 and DB25 Connectors

DB9 Connectors

Male DB9 Connector

O
)
DSR (in) 6 ..
RTS (out) 7 ..
CTS (in) 8 ..
Ny
_O

DB25 Connectors

1 DCD (in)
2 RxD (in)
3 TxD (out)
4 DTR (out)
5 GND

Male DB25 Connector

) o

1

14

2 TxD (out)

3 RxD (in)

4 RTS (out)

5 CTS (in)

6 DSR (in)
7 GND

DTR (out) 20

25

8 DCD (in)

z

13

Female DB9 Connector

DCD (in) 1
RxD (in) 2
TxD (in) 3
DSR (in) 4

GND 5

O
T +—— 6 DTR (out)
T +——— 7 CTS (in)
T T— 8RTS (out)
— T 9 -
O

Female DB25 Connector

1

RxD (in) 2
TxD (out) 3
CTS (in) 4
RTS (out) 5
DTR (out) 6
GND 7
DCD (in) 8

13

A-3

L

O
i 1+— 14
[ +— 20 DSR (in)
| 1+— 25
L O
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SNMP Agent with MIB Il & RS-232-Like

Group

SNMP (Simple Network Management Protocol) agent software is built into the NPort 5600-8-DT.
It supports SNMP Trap, the RFC1317 RS-232-like group, and RFC1213 MIB-II. The following
table lists the standard MIB-II group and the variable implementation for the NPort 5600-8-DT.

RFC1213 MIB-11 supported SNMP variables:

System Interfaces IP MIB ICMP MIB
SysDescr itNumber ipForwarding IecmpInMsgs
SysObjectID | ifIndex ipDefaultTTL IempInErrors
SysUpTime | ifDescr ipInreceives IcmpInDestUnreac
SysContact | ifType ipInHdrErrors IcmpInTimeExcds
SysName ifMtu ipInAddrErrors IcmpInParmProbs
SysLocation | ifSpeed ipForwDatagrams IempInSrcQuenchs
SysServices | ifPhysAddress | ipInUnknownProtos | IcmplInRedirects
ifAdminStatus | ipInDiscards IcmpInEchos
ifOperStatus ipInDelivers IcmpInEchoReps
ifLastChange ipOutRequests IcmpInTimestamps
ifInOctets ipOutDiscards IcmpTimestampRe
iflnUcastPkts ipOutNoRoutes IcmpInAddrMasks
ifinNUcastPkts | ipReasmTimeout IcmpOutMsgs
iflnDiscards ipReasmReqds IcmpOutErrors
ifInErrors ipReasmOKs IcmpOutDestUnrea
ifilnUnknownPr | ipReasmFails IcmpOutTimeExcd
ifOutOctets ipFragOKs IcmpOutParmProbs
ifOutUcastPkts | ipFragFails IcmpOutSrcQuench
ifOutNUcastPkt | ipFragCreates IcmpOutRedirects
ifOutDiscards ipAdEntAddr IcmpOutEchos
ifOutErrors ipAdEntIfIndex IcmpOutEchoReps
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SNMP Agent with MIB 1l & RS-232-like Group

System Interfaces IP MIB ICMP MIB
ifOutQLen ipAdEntNetMask IcmpOutTimestamp
ifSpecific ipAdEntBcastAddr IempOutTimestamp
ipAdEntReasmMaxSi | IcmpOutAddrMask
IpNetToMedialfIndex | IcmpOutAddrMask
IpNetToMediaPhysA
IpNetToMediaNetAd
IpNetToMediaType
IpRoutingDiscards
UDP MIB TCP MIB SNMP MIB
UdpInDatagrams tcpRtoAlgorithm snmpInPkts
UdpNoPorts tcpRtoMin snmpOutPkts
UdplnErrors tcpRtoMax snmpInBadVersions
UdpOutDatagrams tcpMaxConn snmpInBadCommunityNa
UdpLocalAddress tcpActiveOpens snmpInASNParseErrs
UdpLocalPort tcpPassiveOpens snmpInTooBigs
tcpAttempFails snmpInNoSuchNames
Address Translation tcpEstabResets snmpInBadValues
AtlfIndex tepCurrEstab snmpInReadOnlys
AtPhysAddress tcpInSegs snmpInGenErrs
AtNetAddress tcpOutSegs snmpInTotalReqVars
Address Translation TCP MIB SNMP MIB
AtNetAddress tcpRetransSegs snmpInTotalSetVars
tcpConnState snmpInGetRequests
tcpConnLocalAddress snmpInGetNexts
tcpConnLocalPort snmpInSetRequests
tcpConnRemAddress snmpInGetResponses
tcpConnRemPort snmpInTraps
tepInErrs snmpOutTooBigs
tcpOutRsts snmpOutNoSuchNames
snmpOutBadValues
snmpOutGenErrs
snmpOutGetRequests
snmpOutGetNexts
snmpOutSetRequests
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SNMP Agent with MIB 1l & RS-232-like Group

Address Translation MIB

TCP MIB

SNMP MIB

snmpOutGetResponses

snmpOutTraps

snmpEnableAuthenTraps

RFC1317: RS-232 MIB objects

Generic RS-232-like Group

RS-232-like General

Port Table Port Group
rs232Number rs232PortTable rs232AsyncPortTable
rs232PortEntry rs232AsyncPortEntry
rs232PortIndex rs232AsyncPortIndex
rs232PortType rs232 AsyncPortBits
rs232PortInSigNumber rs232 AsyncPortStopBits
rs232PortOutSigNumber | rs232 AsyncPortParity
rs232PortInSpeed
rs232PortOutSpeed

Input Signal Table

Output Signal Table

rs232InSigTable rs2320utSigTable
rs232InSigEntry rs2320utSigEntry
rs232InSigPortIndex rs2320utSigPortIndex
rs232InSigName rs2320utSigName
rs232InSigState rs2320utSigState
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IP Report Protocol

There are several ways to configure the IP address of the NPort device server. One of them is
DHCP Client. When you set up the device server to use DHCP Client for IP address configuration,
it will automatically send a DHCP request over the network to find the DHCP server. The DHCP
server will then send an available IP address to the NPort with an expiration time. The NPort will
use this IP address until the expiration time has been reached. When the expiration time has been
reached, the process will repeat, and NPort will send another DHCP request to the DHCP server.
Therefore, an NPort may end up using more than one IP address while it is connected to the
network.

The NPort has a built-in IP address report function that will send its IP data to a specific IP address
and port number when it is configured with a dynamic IP address. In the web console, the IP report
parameters may be configured under Network Settings. Enter the IP address and the port number
of the PC that is to receive this information, as well as the reporting interval

To interpret the IP address report, the destination PC needs to have NPort Administrator installed
with the IP Address Report function activated. You may also use develop your own application to
receive the IP address report by referring to the IP report protocol described here. An example
program is provided on the Moxa website at www.moxa.com.

IP Address Report Structure

The first 4 bytes of the module’s IP address report are the characters “Moxa”. The rest of the
report is composed of 9 items, with each item preceded by a 2-byte header indicating the item ID
and item length.

Header Header ltem
(tem ID) | (Item Length)
(none) (none) “Moxa” (text string)

1 (varies) server name (text string)

2 2 hardware ID (little endian, see table below)

3 6 MAC address (00-90-E8-01-02-03 would be sent in sequence as
0x00, 0x90, 0xES8, 0x01, 0x02, 0x03)

4 4 serial number (little endian DWORD)

5 4 IP address

6 4 netmask

7 4 default gateway

3 4 firmware version (little endian DWORD, Version 4.3.1would be
0x04030100)

9 4 AP ID (little endian DWORD, see table below)
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Hardware and AP ID

Each model is assigned a Hardware ID and AP ID as shown below:

Hardware ID AP ID Product
0x5700 0x80015610 5610-8-DT
0x5702 0x80015610 5650-8-DT
0x5703 0x80015610 56501-8-DT
0x5704 0x80015610 5610-8-DT-J
0x5706 0x80015610 5650-8-DT-J

Example

The following example shows the first 22 bytes of a typical IP address report:

= = =
A g A g hardware A g
report header =| e = = ID =l e MAC address
“Moxa” 2 | & [servername “TEST"| & | & 0x516 | & | & 00-90-E8-01-02-03
HEX| 4D| 4F| 58| 41| 01| 04| 54| 45| 53| 54| 02| 02| 16| 05| 03| 06| 00| 90| E8| 01| 02| 03
ASCII| “M"| “O"[ “X*| “A” ‘" “E"| “S"| “T"
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Compliance Notice

CE Warming
This is a Class A product. In a domestic environment, this product may cause radio

interference in which case the user may be required to take appropriate measures.

Federal Communications Commission Statement

FCC - This device complies with part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired operation.

c FCC Warming

This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if
not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will be required to correct the
interference at his own expense.
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